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Abstract — A wireless packet sniffer focused on wireless sensor
network analysis, using medium access control protocol packets,
has been proposed. Proposed infrastructure and its parts are
described . The main goal of this research is to develop simple
network infrastructure and program for wireless sensor network
analysis which is presented in the following chapters. In this
research two main assumptions are made — first, network sniffing
is used, which does not disturb network operation, and second,
offline data analyzing is used, which means that the data is
analyzed when all of it is collected and saved on a computer, but
data still is analyzed in real time.
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. INTRODUCTION

Wireless sensor networks (WSN) are wireless networked
embedded sensing systems allowing monitoring of
environment. WSN is composed of many sensor nodes which
are limited in resources, such as available energy (they run on
batteries), = computational  power, memory, limited
communication range and therefore, it is hard or impossible to
perform maintenance of these nodes. That leads to conclusion
that nodes must work out energy efficiently — the less energy
is consumed during their operation the longer network will be
operational. One way to assure it is the development of energy
efficient protocols.

Likewise on many network devices, on sensor nodes, too,
OSI reference model layers are implemented. Complex WSN
can be implemented with five (out of seven) layers — physical
layer, data link layer, network layer, transport layer and
application layer.It is possible to implement WSN with fewer
layers [5]. But usually WSN will be implemented with a data
link layer which is responsible for interconnecting two (point-
to-point) or more (point-to-multipoint) sensor nodes. And in
this layer medium access control (MAC) protocol is
implemented. If MAC protocol is well made, network lifetime
can increase rapidly. When implementing MAC there is trade-
offs like energy efficiency and communication efficiency —
with complicated communication schemes it unlikely to be
energy efficient and vice versa; if node is in a sleep mode, the
data refresh rate decreases; etc.

But how to make sure that implemented MAC protocol is
better in comparison. The most common way how to make
analysis of a developed protocol is to use some simulation
tools, e.g. AVRORA, OmNet++, SENS, TOSSIM, EmTOS,
[7] to emulate this protocol in WSN. But simulations lack the
influence of real world situations, like radios signal
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propagation, sensor stimuli and mechanical/chemical stress on
sensor node, which cannot be simulated.

Other way how to make analysis of the protocol could be
the use of sniffers or packet/protocol analyzer. Sniffer is a
program or hardware that can intercept and save packets
passing over a digital network or a part of it [7]. In this way it
is possible to include in the analysis real world phenomena
which could influence protocol efficiency. A drawback of this
approach is that you need to collect data in real time whereas
in simulation it could be done faster. One of the motivations
for developing WSN sniffer was lack of research dedicated to
MAC protocol analysis in real life situations. There are
researches connected with using sniffers in WSN, which will
be discussed in the second chapter, but usually these
researches are targeted on different research goals or they lack
detailed analysis of MAC level at all.

WSN sniffers can be divided into two types of operation
[4]: _

e passive;
e active;

Where passive monitoring means that network nodes (i.e.
task they are executing) are not altered to leak additional
information, about node itself, in the network — the WSN is
executing its task and nothing else.

Whereas in active monitoring node, the task is altered to
leak additional data about a node — like remaining energy
level; sent/received packet count; etc. — in the network. This
means that more packets than needed to execute their task are
sent and node energy is depleted more rapidly.

Other way to divide sniffers is by data analyzing type [1]:

e online;
e Offline;

Online data analysis is performed in real time, when
network is communicating, but offline analysis is done later,
when certain amount of data is collected.

The goal of this research is to offer a sniffer that could be
used for MAC protocol analysis and comparison. This
research includes developing program on a sensor node, which
collected data and sent it to PC, and program on PC which
analyzed the obtained data.

Rest of the paper is organized as follows. In the second
chapter related work is discussed. In the third chapter sniffer
infrastructure and components are discussed. The following
chapter concentrates on criteria used in data analysis. The fifth
chapter describes future work and possible ways how to
improve the proposed approach. Last chapter concludes this
research.
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Fig. 1. SNIF architecture [1]

I1.RELATED WORK

There are several other WSN analyzing/testing related
researches. And in this chapter frequently mentioned related
researches will be discussed.

One of the first WSN monitoring systems developed is
described in [1] and is called SNIF: Sensor Network
Inspection Framework (Fig. 1.). The main idea is to use
deployment support network (DSN) which is placed alongside
the WSN network during deployment and passively collects
packets. It means that a tested network is not affected by
SNIF. DSN nodes consist of two RF front-ends: one for
listening to WSN nodes — CC1000, other for communication
between DSN nodes — Zeevoo ZV 4003 Bluetooth 1.2 located
on BTnode. The DNS nodes are time synchronized in between
each other to ensure precise packet arrival time.

SNIF can determine communication topology; nodes that
have run out of energy; packets route to the sink; if the
network has partitions. SNIF is mainly used for application
level testing without paying any attention to MAC protocol.

Similarly to [1], [2] uses passive monitoring approach, as
well. This system, called Pimoto, consists of three parts: (1)
observing node — which collects packets within its range; (2)
gateway that retransmits data from observing node to (3)
specialized PC server, using TCP/IP. Packets are analyzed and
visualized on the server using Wireshark. Like SNIF, Pimoto
also uses BTnode with two radios — one for sniffing, other for
sending data to PC; data then is sent from PC to a central
server where it is analyzed and visualized.

If more than one monitoring node is in vicinity of PC, all
monitoring nodes, can send data to one PC.
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[4] describes another passive monitoring system — Wit —
which has been developed to test 802.11 MAC layer. Wit uses
offline approach, merging traces of network traffic collected
by distributed sniffers.

Wit uses three steps to analyze data (Fig. 2). In the first step
data merging is made; result is the enhanced trace. In the
second step formal language recognition tasks are used to
conclude which nodes got corresponding packets and which
packets have been lost — infer lost packets. In the third step
Wit analyzes the enhanced trace and derives different network
performance metrics.

LiveNet is a sensor network tool for network dynamics
analysis. It uses passive sniffer nodes that forward overheard
packets on the serial port to a connected laptop computer or
stores them locally in the flash memory. Using an out-of-band
mechanism, traces are collected on a central server and
merged, based on the Wit approach. LiveNet is used to
analyze routing, i.e. it is used in reconstruction of the spanning
tree routing paths by means of statistical methods [8].

SNTS: Sensor Network Troubleshooting Suite uses
distributed sniffer sensor nodes that record overheard packets
in Flash storage. After the experiment, the nodes are collected
and the packet traces are transferred to a central server. In
contrast to Wit and Jigsaw, where the 802.11 packet format is
standardized, SNTS decodes the raw packet dumps based on a
text file that describes the packet format. As an example for a
possible processing of packet traces, the authors employed
machine-learning algorithms to identify bad sequences of
events, which lead to an observed bug in the protocol/system,
allowing them to fix the problem [7]

Another approach to analyze WSN, as mentioned, is to use
an active approach. In this approach sniffer affects node tasks
— nodes must periodically send additional information in the
environment so that sniffer could capture it and use in
analysis.

In Sympathy [3] all sensor nodes periodically send local
information to sink node(-s). Sink collects data from three
sources — first, each sensor sends additional data of its state,
second, is a sink node itself, and third, the area of sink node,
because it constantly observes data flow around it.

Sympathy tries to find what caused node failure and
localize position of a failed node.

Another online system is called Jigsaw. Like Wit, it is used
to determine 802.11 MAC metrics. It utilizes time
synchronization on the sniffer nodes to reduce the
computations costs for merging the traces. Data analysis is
made on a single server in real time [11]. Other related
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researches include [9], [10]. Short comparison of related work
is summarized in Table I.

I1l. PROPOSED PASSIVE MONITORING APPROACH

Passive approach is chosen because when the network is set
up (after testing) additional packets will not be needed thus
changing network lifetime. But a drawback of this approach is
that it is not possible to find out additional information about a
node itself.

To improve effectiveness of proposed passive sniffer,
simple network infrastructure has been chosen, see Fig. 4 and
chapter 111-B. This infrastructure provides that all packets are
collected.

A. Hardware

As it could be seen in the second chapter, in SNIF and

Pimoto used hardware was relatively complex e.g. with two
radios. But if someone wanted to adopt this approach they
would have to buy similar or exactly the same sensor nodes.
Thus, suggestion is to implement a sniffer with simpler
hardware on a sensor node, which would decrease testing
costs and would allow implementing the proposed approach
on a wider range of sensor nodes.
So hardware of choice is ez430-RF25000, which has 16 bit
RISC processor MSP430 and radio chip CC2500. Evolution
kit can be purchased online — [12] — where even code
examples are available. MSP430 maximal data transmission
speed is 500 kbps and it operates on 2.4 GHz bandwidth. On
board timer is driven by 32768 Hz quartz which implies that
packet reception can be measured in ms. It still needs to be
tested if that is sufficient for the proposed system.

On computer, programming language Java (NetBeans IDE
7.0) is chosen which enables the use of the proposed approach
on all operating systems, which have Java Virtual Machine
installed on them.

B. Infrastructure

In Fig. 5 it is possible to see proposed infrastructure of
network, in which sniffer will be used to test MAC protocol. It
consists of four elements: 1) sniffer node; 2) two network
nodes; 3) traffic regulator; 4) PC with developed data
analyzing program. Proposed network infrastructure has been
chosen because it ensures that a sniffer node can hear every
packet in the network (assuming nodes are close to each
other). In the previously mentioned sniffer systems, like, Wit,
Pimoto, it was a problem, how to ensure collection of all (or as
much as possible) packets.

Further each node is described by its function i.e. operation
mode. In current realization operation mode is chosen by
programmer (different ways to choose operation mode are
discussed in chapter V).

Network node 1 and 2

MAC protocol operates on network nodes, which are tested.
Nodes should execute a program which ensures all types of
tasks, i.e. sending off data array, requesting data to the other
node, packet sending with different intervals ranging from ms
to minutes. These factors insure more detailed data analysis.
Network nodes are sending packets to each other. Network
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between these two nodes is peer-to-peer type, because no
other node can request data sending.

Network node 2

Sniffer node

Traffic regulator P

Network node 1

Fig. 4. Infrastructure of proposed system

Nodes do not send information about their internal state,
because of passive approach. They send only sensor data to
each other.

No other network node is used because MAC protocol, that
is connecting two nodes, is being tested.. Common problem in
wireless network is hidden node problem. But not always
nodes, of proposed infrastructure, are arranged so that hidden
nodes exist. This could be tested carefully placing network
nodes and traffic regulator node as shown in Fig. 3. Traffic
regulator T can send packets to Network node N1, but cannot
send packets to network node N2; and similarly wit N2 — N2
can send data to N1, but it cannot hear T. But sniffer node S
can hear every node, so no packets are lost for sniffer node.
But this would be a special case in testing, because by default
there must not be any hidden nodes.

Traffic Regulator Node

This node ensures sending extra packets to the environment,
thus disrupting network node communication. This way MAC
protocol must work around busy environment to get access to
it and send data. By collecting packets, analyzing program is
able to conclude MAC protocol criteria. Extra packet sending
to the environment happens randomly, thus, there are possible
different duty traffics.

Traffic regulator node is also implemented with some
simple MAC protocol (it does not have to be the same as the
tested MAC protocol). This must be done not to damage
current data transaction between network nodes. If this had not
been done, MAC metrics would drop rapidly, incorrectly
implying bad MAC implementation.

Hidden node can be determined if there are simultaneous
(or close) packets sent from N2 and T and if packet collision is
detected. Then it is possible to assume that there is a hidden
node.

Fig. 5. Testing hidden node problems
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TABLE |
COMPARISON OF MONITORING/ANALYZING APPROACHES
Approach Type .Of Type of_data Goal of approach Pros Cons
operation analyzing
. . Complex hardware is needed;
WSN packet routes, Two radio front-ends ensure online data .
L | analvzing: DSN must be set up and disassembled;
SNIF Passive Online comn_”lunlcatlon top_o gy, yzIng, Like in all i hes it is not
failed nodes during DSN can be removed and implanted in 1xe In all passive approaches It IS no
deployment tested network at will: possible to get additional information of
' the node state;
If the network under test is large there are
. Doesn’t affect node tasks; needed many PCs and a server;
Pimoto Passive Offline WSN protocol debugging Dat lysis i ducted lugin f Complex data acquisition scheme;
during their development | Data analysis is conducted as plugin for p X date _q me;
Wireshark; Data analysis is limited to what Wireshark
allows;
Merges distributed traces in one trace; | Uses complex trace merging mechanism;
Wit Passive Offline IEEE 802.11 MAC analysis| Allows to infer which packets have been Complex inferring mechanism;
lost;
LiveNET Passive Offline WSN dynamics analysis Doesn’t affect node operation; Use centralized server for data analysis;
WSN d fail Packet collection is limited with onboard | Must have separate text file that describes
SNTS Passive Offline automated failure memory; used MAC protocol;
diagnosis .
Raw packet data can be viewed;
Passive . Finding depleted or failed | Possible to get information about sensor Central_lzed data cg)lle_ctlon creates extra
Sympathy . Online - . data in communication network and
/Active nodes in WSN node; . L
increases energy consumption;
It is possible to constantly follow how | Complex and time demanding hardware to
Jigsaw Active Online IEEE 802.11 MAC analysis netvx_/ork works in real tlr_ne - Wat_ch ensure online data analysis;
reaction on some event, like, placing
obstacle in network;
WSN characteristics can be analyzed Isn’t used in real sensor network, but in
with different MAC protocols; proposed infrastructure;
Suggested . . WSN analysis at MAC MAC packets for network analysis are | Type of used MAC protocol should be
Passive Offline . .
approach level used; known;
Real time analysis of data;
Collection of all packets;

Sniffer Node

Basically this node listens to environment until it hears any
packet. When it hears a packet it then saves the packet in
memory. Memory is organized like two buffers i.e. two arrays
of data structure. Data is saved in the first buffer until it is
60% full. When that happens packet saving is switched to the
second buffer, but the first buffer content via RS232 interface
is sent to PC and stored there. When the second buffer is 60%
full data saving switches to the first buffer, but the second
buffer content is sent to PC. The 60% limit ensures that in
heavy duty traffic extra space is left in memory to save
packets. Afterwards buffers are emptied in low duty traffic.
Sniffer node is constantly connected to PC so it does not ’
need a battery.

When saving a packet on sniffer node, a few additional
fields are added to packet content , like time — t;, ie[1,n],
where t; — time when i-th packet was captured and n — all
packet count, showing the time when packet was captured
(time is local on the node and it starts from 0), radio signal
strength indicator — RSSI [dBm], link quality indicator which
could be useful in further data analyzing. In data structure is
left six byte reserve for future improvements.

Data Analyzing Program on PC
Data is saved on PC in one file that can be opened with
analysis program. When saving it on PC, packets are saved in
a sequential manner — they are sorted by time starting with 0
and ending with t,. Program will analyze collected data i.e.
packets and additional information. Criteria of interest are as
follows:
e Mean time to execute task, e.g. sending data array
from one node to another - Epg;
e Mean reaction time, e.g. time it takes to respond to
other node request — Eeact;
Collision count versus all packet count — neyy;
Repeated packet count - Nye;
Hidden node;
RSSI [dBm];
LQI;
etc.
These criteria in a more detailed way are discussed in
chapter IV.

C. Testing

To ensure correct data collection and analysis, MAC testing
must go through three phases: (1) network infrastructure set-
up phase; (2) data collection phase; and (3) data analysis
phase.
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Network Set-Up Phase

In this phase physical network is placed in the environment.
The environment can be either indoors or outdoors, or both
(data after analyzing can be compared). Also a user must
choose either to test default network infrastructure or to test
hidden node problem, described previously.

This phase also includes choosing node set-up, e.g.
choosing radio modulation, channel, choosing node operation
mode (sniffer, network or regulator node). All the actions and
decisions are made by the user/programmer, i.e.
user/programmer chooses which node fulfills definite
functions.

Data Collection Phase

In this phase actual network operation happens. While
network is operational, packets are collected, saved and sent to
a computer. The more packets will be captured, the more
precise data analysis will be made. It is hard to define
minimum packet count, because no researches imply how
much packets is enough, so minimum packet count should be
determined empirically, during tests. When saving packets on
PC every packet is with unique sequence number.

Data Analysis Phase

In this phase the saved data is analyzed and visualized
(graphics or tables) on a computer. It basically is working with
analyzing program. In this phase data is analyzed by the
criteria discussed in the next chapter. Unfortunately analysis
program have not been finished yet, so no screenshots cannot
be provided.

IV. CRITERIA

Criteria can be divided by used MAC type in comunication.
Generally there can be three types of MAC protocols: 1)
demand assignment, 2) fixed assignment, 3) random access
protocols [13]

In demand assignment protocols, the exclusive allocation of
resources to nodes is made on a short-term basis, typically the
duration of a data burst. For example IEEE 802.15.4, Low-
energy Adaptive Clustering Hierarchy - LEACH, (centralized
protocols) and Token Ring (distributed protocol).

In fixed assignment protocols, the available resources are
divided between the nodes so that the node assignment is long
term and each node can use its resources exclusively without
the risk of collision. For example, time division multiple
access - TDMA, frequency division multiple access FDMA
and code division multiple access - CDMA.

In random access protocols, the nodes are uncoordinated,
and the protocols operate in a fully distributed manner. They
often incorporate a random element, for example, exploiting
random packet arrival times and setting timers to random
values. For example, ALOHA, slotted-ALOHA, carrier sense
multiple access - CSMA.

A. Criterion for Demand Assignment Protocols

Protocol Overhead

Protocol overhead is induced by MAC-related control
frames, for example request to send — RTS and clear to send —
CTS or data request packets in demand assignment protocols.
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It is possible to calculate protocol overhead if RTS, CTS,
ACK or other control packets are counted:

Tygrorsy = Mgrpe /1 = 100%, @

where ny— overhead packet count, n — total packet count.
This criterion can be used in random access protocols too.

B. Ciriterion for Fixed Assignment Protocols

Synchronization Time Overhead

TDMA based protocols must use time synchronization
mechanism to sustain collision free environment. But this
creates overhead in traffic.
It is possible to search packets that are connected to node
synchronization;

Meyncts = Meyme /0 * 10005, )

Where nyn. —packet count that is connected to synchronization,
n — total packet count

C. Ciriteria for All Types of MAC Protocols

Mean Time to Execute Task

When testing mean time of task execution, as task sending
sensor data arrays from one network node to another, has been
chosen. Sensor data array size can be constant or variable one.
When analyzing data, packets that request sensor data array
transmission are searched.

Packet, that requests sensor data array, with time:
ttask_start= ti , i=ntask_start,and packet, that sends last
sensor data array, with time: ttask_end= tk , k=ntask_end,
are searched within data, i.e. in saved packets from sniffer
node; Ny — total packet count that requests sensor data array,
n — total packet count; t,... ... — IS time of packet, that
requested sensor data array, ... marr— 1S SEQUENCE NUMber
of packet that requests sensor data array,t,, 4, «nag — IS time of
packet which sends last value of sensor data array, ... ana—
is sequence numbers of packet that sends last sensor data array
value; after finding all these times it is possible to subtract
them:

E[:ﬂ' = (EJiriuk{t:::k_md - i-:::]c_s-ra:r'::]j."rﬂ'.ask ) (3)

Task start and end times are taken from packets that requests
array.

For example, sensor data array request packet is found, that
has sequence number 102 and record time — 123 (ms). Later
last sensor data array packet is found with sequence number
117 and record time 173 (ms). And this is the third pair of
sensor data array start and end times. Then using mentioned
formula it is possible to write:
Ermate sy = 123,01 =102 and ¢, ., g = 173, k=117.

Minimal and maximal times to send data arrays can be
calculated, too. All the results are saved and put into the
TABLE |

Mean Reaction Time

When one node requests data from another node, it is
needed to know how long it takes to prepare a reply. This
describes node and protocol speed on the node.
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Packet, that requests data, with time
Ere start = il = Mpzp ar@nd packet, that responds to that
request, With time t,.; anzmw = tie .k = Mypzy anmy are searched
within data; n..q— packet count that requests data form second
node, n — total packet count, wheret,.; sqr — IS time of
packet, that requested sensor data, 7.5 sarr — IS S€Quence
number of packet that requests sensor data, t,zg anze — IS time
of packet which responds to request, #,zy anzw— IS SEQUENCE
numbers of packets that respond to a request.

And now mean value can be calculated:

Tre

E’s:: = ':Ej:1q':tr5::_ar.a1:.' - trsq_s:ar::]:]."rﬂraqi (4)

Collision Count Versus All Packet Count

Collision  happens when two packets are sent
simultaneously from two nodes. In the proposed infrastructure
two type collisions can happen: when both network nodes
send packets simultaneously and when one of the network
nodes sends a packet simultaneously with a packet regulator.
For example, collision has happened when acquired data
packet has incorrect CRC. But there is one problem — packets
can be corrupted not only by collisions, but by environment
noise too. This cannot be avoided in passive approach.

Data is scanned counting unusable packets, afterwards this
number is divided with all packet count:

Neolioe=Ncon/N*100%, (5)

where ng, — collision packet count, n — total packet count.
Repeated Packet Count

This criterion shows how much packets have been lost
during network operation. With great packet repetition count
network operation slows down.

Two identical data packets are searched in input data.
Several succesive packets will be compared, because if
packets repeat they will be close to each other.

Nrep%="rep/N*1009%, (6)

where ny, — repeated packet count, n — total packet count.
Radio Signal Strength Indicator — RSSI

This criterion is acquired when a packet is received by a
sniffer node. RSSI is an estimate of the signal level in the
chosen radio channel. This value is based on the current gain
setting in the RX chain and the measured signal level in the
channel. RSSI can be read from dedicated status register [6].

RSSI can describe how far a network node and traffic
regulator are from a sniffer node. This could be used to
estimate radio output power setting (if all node locations are
known). RSSI is measured in dBm, which is abbreviation for
the absolute power ratio in decibels (dB) of the measured
power referenced to one milliwatt (mW).
Link Quality Indicator

It describes how easy it is to take data from radio signal i.e.
demodulation. The LQI gives an estimate of how easily a
received signal can be demodulated by accumulating the
magnitude of the error between ideal constellations and the
received signal. LQI is mostly used as a relative measurement
of the link quality, since the value is dependent on the

modulation format. A higher value indicates a better link than
what a low value does. This value can be read from dedicated
status register 0.

LQI can show how noisy the environment is — the harder to
demodulate packet, the noisier environment is. Unit of
measurement is relative — it describes error vs. ideal signal.

V.FUTURE WORK

First of all, for programming eZ430-RF2500 nodes are
chosen and analyzing program have not been finished yet.
Secondly, the developed system must be tested and checked if
the proposed assumptions are correct. On the nodes different
MAC protocols must be implemented (and no MAC protocol)
and results must be compared. After analyzing data, a decision
must be made either to improve the proposed approach or to
leave it as it is.

There can be other possible ways for improvement of the
proposed approach. Semi-active approach could be
implemented when available node energy levels are sent to
sniffer node at the beginning and end of the protocol testing.
Thus information of energy consumption during node
operation with minimal packet overload and energy
consumption — could be gained. Another way how to improve
proposed system is to add centralized management i.e. sniffer
node sends commands to other nodes cotrolling testing
nodesand their functions . For example, in this case traffic
regulator packet transmission intensity could be chosen
(constant, random, none). Traffic regulator node could be
programmed remotely in setup phase. This means that the first
phase of testing should be changed.

The first phase now would be managed not manually by a
user, but automatically using a sniffer node and a computer
program as a manager. In the computer program, a user should
be able to set up node operation modes and functions like
modulation, radio channel, etc. Additionally, in this phase, all
nodes should inform sniffer about available nodeenergy .

Another way to develop our research would be to create a
test bed in which chosen network infrastructure could be
evolved.

The Second phase should also be changed- all nodes again
must inform sniffer node about their available energy.

VI. CONCLUSIONS

Medium access (MAC) protocol is one of the most common
protocols implemented onto sensor node. This protocol can
increase or decrease lifetime of network itself, because MAC
protocol can be energy consuming. But energy consumption
may be increased due to the excessive packet retransmission.
But it may cause packet collisions, environmental disruptions,
bad implementation of protocol, etc. That is why a way to test
the developed MAC protocol is needed. The first step to test
MAC protocol would be using simulations, but in simulations
there cannot be predicted such environmental phenomenon,
like radio signal propagation, sensor stimuli and
mechanical/chemical stress on sensor node.

So different approach is suggested to test MAC protocols in
real life network and analyze data using sniffer. Sniffer, which
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is composed of sniffer node and analyzing program on PC,
listens to environment and saves every heard packet in one of
two buffers, in sniffer memory. The packets are sent to PC
over RS232 interface and saved in one file which is later used
in data analysis.

Passive data collection is chosen, because it does not disrupt
network operation. And offline data analyzing is chosen,
because, before analyzing, enough data must be collected.
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Gundars Miezitis, Romans Taranovs. Pasiva bezvadu sensoru tikla analizé$ana vides piekluves slani.

Pétfjuma merkis bija izstradat panémienu ar kura palidzibu iesp&jams veikt bezvadu sensoru tikla vides piekluves slana analizi reala vide. Lai sasniegtu mérki
tika izpé&titi esoSie panémieni bezvadu sensoru tiklos izmantotajos datu analizes panémienos un sistémas. Izpéte noveda pie slédziena, ka eksisté divu veidu
analizes sistémas — pasiva, kas neietekmé tikla darbibu, un aktiva, kas ietekmé tikla darbibu nositot vidé vairak zinojumus ka nepiecieSams. Ka rezultata tika
pienemts lémums izmantot pasivo papémienu. Ta realizacijai ir nepiecieS$ams izmantot ta saucamo okskeri (angl. sniffer), kas klausas vidi un saglaba visus
uztvertos zinojumus vispirms uz sensora mezgla esos$aja atmina, vélak datora atmina, kur datus nogada izmantojot RS232 interfeisu. Tika izvéléta tada tikla
infrastruktiira, kura darbojas divi tikla mezgli, uz kuriem atrodas test€jamais vides piekluves protokols, trafika regulatora mezgls, kas siita traucgjo$os zinojumus
tikla mezgliem un okskera mezgla, kas savienots ar datoru. Tikla mezgliem ir javeic tada programma, lai varStu izpétit visus izvirzitos kriterijus — tai ir
japieprasa/janosiita datu masivs vai vienkarsi sensoru dati, jastita zinojumi ar dazadam intensitatém (intervalos no milisekundém vai mikrosekundém lidz pat
vairakam miniitém). Trafika regulators paketes vidé nosiita ar gadijuma intervaliem, tadgjadi nodrosinot atSkirigus tikla noslogojumus. Okskeris saglabatajam
paketém pievieno tadus papildus laukus, ka laiku, kad pakete dzird@ta, radio signala stipruma indikatoru un saites kvalitates indikatoru. Kad visi dati saglabati uz
datora tos analiz€ izveidota programma péc vairakiem kritérijiem — vidgjais laiks uzdevuma veikSanai, vid&jais reakcijas laiks, koliziju daudzumu, atkartoto
pakesu daudzumu un mekl€ vai ir slépto mezglu probléma. Pasivas pieejas trikums ir tads, ka nav iesp&ams iegiit nekadu papildus informaciju par mezgla
ieks&jo stavokli, bet prieksrociba ir tada, ka ta neietekmé darbojosos tiklu.

I'ynpapc Muesutuc, Poman Tapanos. IlaccnBHOoe aHaM3npoBaHue 0eclPOBOHBIX CEHCOPHBIX ceTeill Ha YpOBHe A0CTyIa K cpeje.

Llenb cTaThy 3aKIIOYAETCSI B CO3JAHUN TEXHHUKH, C TIOMOIIBIO KOTOPOI MOXKHO NPOBOAUTE aHAIN3 OECIPOBOIHBIX CEHCOPHHX CeTell Ha ypOBHE JIOCTYyIA K Cpefe,
B peanbHO#l cpeze. [IIs MOCTIIKEHHsS 1LeIM OBLTM HCCICAOBAHBI CYIIECTBYIOIME IOAXOABI M METOABI aHalM3a [aHHBIX  OECIPOBOJHBIX CEHCOPHBIX
cereit. VccnenoBaHust MoKa3any, 4To €CTh [Ba TUMA CUCTEM aHAJIH3a - MIACCHBHBIC, KOTOPBIC HE BIMSIOT HA MPOU3BOAUTEIBHOCTD CETH, H aKTHBHBIC, KOTOPBIC
BIMSIIOT Ha paboTy ceTeil NpH OTIpPAaBHKE [OMOJHUTENBHBIX COOOIIEHWH, XapaKTEpH3YIOIINMX CEHCOPHBIH y3el. B pesynbrare ObUIO NMPUHATO pEIICHUE
HCIOJB30BaTh ITACCHBHBIA MeTOA. s peannsaiuy Henn ObUI0 HEOOXOJMMO HCIOJB30BAaTh TaK Ha3bIBACMBbIH ,,MoHOocuuk” wmmu Sniffer, koropsrit ciymraer
OKPYKAIOIIHIO CPEy ¥ COXPAHSET BCE MOTyYCHHBIC COOOIICHHS CHaYala B IIaMsATH CEHCOPHOTO y3/1a, IOTOM B MAaMSITH KOMIIBIOTEPA, T/€ JaHHbIC IEPEAAr0TCs
gepe3 unrepdeiic RS232. bruta BeIOpaHHa ceTeBas HHPPACTPYKTypa, COCTOSIIAst U3 BYX Y3JIOB CETH, Ha KOTOPBIX HAXOAUTCSI TECTOBOIl MPOTOKOJ JOCTYyIA K
cpele, y3en-peryiHpoBIIHK, KOTOPBIl MOCBUIACT JOMOIHUTEIBHBIC COOOLICHNS, M BMEUIMBAIOT KOMYHHKAIIMIO CETEBHIX Y3I0B, W y3€lI-AOHOCYHK, KOTOPBIi
MOJKIIFOYCH K KOMIIBIOTEPY. Y3/Ibl CETH JODKHBI BBITOJIHHUTH MPOrpaMMy, KOTOpas ITO3BOJIMT M3YYHTh BCE KPUTEPHH, - OHA JOJDKHA MOJIy4aTh / OTIPABIATH
MAacCHB JAHHBIX, WM NIPOCTO JAHHBIX JaTUMKa, OTIPABIATH COOOLICHUS C Pa3InIHOH HHTEHCHBHOCTEIO (C MHTEPBAJIOM OT MHKPOCEKYHIbBI HIIM MUJLTHCEKYHIBI
10 HECKOJBKMX MHHYT). Y3€I-pEerylMpOBIIUK - [aKeT B CPEAC OTIPABIASIOT CO CIy4aiHbIMM HHTEpBalaMu, OOECIeuYMBas pas3IHYHBIC HArpy3Kd
cern. CoxpaHeHHe IaKeTa OOCCIeYnBACTCS MOMOJIHUTEIBHBIMU IIOJSIMH, HAmpHMep — BpEMs, KOr[a MaKeT MOXHO CIHBINIATh, HHAMKATOP MOIIHOCTH
paguocHrHaNa M MHAMKATOp KadecTBa cBsi3H. Korma Bce JaHHBIE, XpaHSNIHECs Ha KOMITbIOTEpe, NPOaHAIH3UPOBAaHbl Ha CO3JaHOM MporpaMme Mo HEeCKOJIbKUM
KPHUTEpHUSIM - CpefHee BpeMsl Ul BBIIONHEHHS 3aJadd, CPefHee BpeMs OTKIMKA, KONUYECTBO KOH(IINKTOB, KOIMYECTBO IIOBTOPHEIX NMAKEeT M HIIeTe HeT IH
mpobiaeMa CKpHITOro ysma. HemocTaTkoM IacCHBHOTO MeTOAa SIBIIETCS TO, YTO HEBO3MOXKHO IOIYYHTh JONOJTHHTEIBHYIO HMH(GOPMAIHMIO O BHYTPEHHEM
COCTOSIHMH Y3114, HO IIPEMMYIIECTBO B TOM, YTO OH HE BIIUSCT Ha ONEPALUOHHYIO CCTh.
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