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1. Introduction

Nowadays, monetary and financial institutions highly recognize a great influence of
effective risk management on profit abilities. Therefore risk management techniques became
an important part of the financial instrument. According to the latest researches, there still
remain problems related to the management of various types of risks. For instance, the Basel
Committee of the Bank of International Settlements imposes financial institutions for more
intensive devoting their attention to operational risk management problems [5]. It should also
be admitted that the management of operational risks is close connected to information
technology application.

Consequently, appropriate information technology is the foundation and facilitator of
the operational risk management framework [7]. On the other hand, information technology
can be pointed as a vulnerable area, which can be affected by additional external and internal
risks with dire financial consequences. Accordingly, common IT management requirements
indicate the need for careful IT risk management with the purpose to decrease the level of
operational risks. The goal of this paper is to develop operational IT risk management concept
that could be implemented within Latvian monetary and financial institutions.

2. Operational IT risk management in Latvian monetary and financial institutions

There is no general agreement on the most suitable definition of risk for economists,
financial specialists, decision theorists, and insurance theorists [3]. As a result, in different



areas, different types of risks and, respectively, different risk management methods are
considered. In business, four main general types of risk can be recognized: strategic, market,
credit and operational risks [1, 2, 4, 7].

2.1. Operational risks definition

An operational risk is defined as the risk of loss resulting from inadequate or failed internal
processes, people and systems or from external events [5]. Operational risks relate to all
phases of the business process, from original through to execution and delivery, covering the
front, middle and back office. These risks cover all areas linked to potential failures in the
overall operation of a financial services organization and, specifically, the underlying
technology and infrastructures [7]. Traditionally it is assumed that most operational risks arise
from human internal or external activities. Internal human activity failures can be caused by
an employer, an employee or a customer. These threats might be the risk of incorrect
transaction during data input process, the risk of insufficient information system management
or internal information theft. The external human risks can be characterized by outside
attacks. The process risk causing factors are connected to events resulted from a firm’s
execution of business operations. System factors correspond to the loss events resulting from
a disruption of service or from technology failures. Finally, external events are loss events
caused by natural and unnatural events that threaten the ability of the firm to continue
operations.
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Figure 1. Examples of causes, events and effects of operational risk

The above reasoning gives evidence of the important role of IT systems. IT has brought
enormous benefits to business and now it can be pointed as a critical part of operation risk
effective management [7]. However, the use of IT implies additional risks.

2.2. Operational IT risk management in Latvia

The Latvian Republic integration into the European Union and corresponding rapid
economic growth determines the necessity for more effective operational risk management.

The goal of this research is to study operational IT risks as a separate operational risk
subgroup from the point of view of monetary and financial institutions, and to develop the
operational IT risk management concept within Latvian monetary and financial institutions.
This research considers requirements and recommendations of international regulation
institutions in the field of financial systems management, such as Basel Committee of the



Bank of International Settlements, Sarbanes-Oxley Act, Financial and Capital Market

Commission in Latvia.
It is possible to indicate a set of operational IT risks management problems which are

typical for intensively growing Latvian monetary and financial institutions. They are:

. Customer service level decrease due to interruptions of continuous access to IT services

. Demand for qualified IT personnel

. Necessity to modernize information systems software and hardware

. Insufficient IT qualification of information system users

. Inadequate level of existing IT services quality monitoring

. Inadequate level of cooperation between IT specialists and other employees

. Demand for adequate assessment for financial losses resulting from failures or
interruptions within information systems

. Demand for IT system development strategic plan, based on a general development plan
of monetary and financial institutions

. Inadequate existing IT security level

. Undeveloped strategy of IT system restoration after potential failures and interruptions

These problems indicate the necessity for more complicated IT governance
organization. At the same time, the aforementioned requirements and recommendations of
international regulation institutions in the field of financial systems management do not pay
the necessary attention to the IT subgroup of operational risks as well. As was already
pointed, in order to organize successful functioning of monetary and financial institutions,
efficient IT risk management has to be realized. Taking into consideration the extreme
complexity of IT risk management within the framework of operational risk management
system, it is possible to conclude about the necessity to apply international standards of IT
governance, such as Information Technology Infrastructure Library (ITIL), Control
Objectives for Information and related Technology (CobiT), Code of Practice for Information
Security Management (ISO/IEC 27002).

Thus, the development of operational IT risk management system should be based on
the requirements and recommendations both in the field of operational risk management and
in IT management. It should be noted that applied requirements and recommendations have to
correspond with the common priorities and policies of risk management at the corporate level
(Figure 2). The COSO (Committee of Sponsoring Organizations of the Treadway
Commission) is considered as a generally accepted model of such implementation, whose
analysis is not considered in this paper.
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Figure 2. Operational IT risk management system development



3. Requirements to operational IT risk management

First, the common concepts of operational risk management in monetary and financial
institutions have to be discussed. As was mentioned above, within this framework the
following regulating requirements and recommendations were studied: The Sarbanes-Oxley
Act, The New Capital Accord Basel Il and Latvian Republic Financial and Capital Market
Commission Recommendations for operational risk management.

Public Company Accounting Reform and Investor Protection Act (The Sarbanes-Oxley
Act) was accepted in 2002 and became the most wide-ranging legislative act concerning
securities, which defines corporate governances rules for monetary and financial institutions.

The International Convergence of Capital Measurement and Capital Standards (The
New Capital Accord Basel II), developed by Basel Committee for Banking Supervision,
describes banking activity criteria. The advised capital sufficiency measuring and
determination methodology is based on the modern theories and practices in developing and
functioning of banking activity risk management systems.

Similarly, the Recommendations for operational risk management are developed by The
Financial and Capital Market Commission of the Republic of Latvia, where operational risk
management principles are summarized. These recommendations should be taken into
account by the banks and financial institutions while developing the corresponding
operational risk management system.

It should be admitted that these documents specify detailed requirements and
recommendations for operational risk management; however, they do not provide any IT
governance requirements.

3.1. Requirements of Sarbanes-Oxley Act

Public Company Accounting Reform and Investor Protection Act highlights the fact that
the effectiveness of internal controls system is directly dependent on the effectiveness of IT
control activities system [9]. An external monetary and financial institutions audit covers their
financial departments, IT infrastructure, internal IT processes, as well as the IT departments’
personnel. In general, Sarbanes-Oxley Act defines several requirements to ensure the IT
governance that must be reached by the monetary and financial institutions top-level
management [8]:

e regular reviews of exactness and completeness of financial reports (Section 302);

e regular reviews of effectiveness of internal control evaluation and reporting system,

including external audit (Section 404);
e regular reporting about any significant facts and risks that may influence financial
indicators (Section 409).

It should be noted that Section 404 has the most influence on IT governance; this section
emphasizes continual improvement procedures within corporate information system, based on
the effectiveness of internal control system. In accordance with this section, top-management
shall:

e state the responsibility of management for establishing and maintaining an adequate

internal control system;

e contain an assessment of the effectiveness of the internal control.



3.2. Requirements of New Capital Accord Basel 11

The purpose of the International Convergence of Capital Measurement and Capital
Standards is to increase the reliability and stability of the international banking system. For
this purpose the modern risks management technologies should be implemented. New Capital
Accord Basel II claims to cardinally modernize bank information systems.

New Capital Accord Basel II requirements, which may correspond to the operational IT
risk management, can be listed as follows [7]:

e IT risk management: board of directors should be aware of the need for an
operational risk management framework; develop policies, processes and procedures
for managing operational risk; identify and assess the operational risk; regularly
monitor operational risk profiles and material exposures to losses; have policies,
processes and procedures to control and/or mitigate material operational risks; have
a framework in place to identify, assess, monitor and mitigate material operational
risks;

e [T internal audit: operational risk management framework is subject to effective and
comprehensive internal audit; conduct regular independent evaluation of a bank’s
policies, procedures and practices related to operational risks;

e IT ensure continuous service: to have contingency and business continuity plans;

e IT escalation to management: sufficient public disclosure.

3.3. Recommendations of the financial and capital market commission

Like the aforementioned documents, operational risk management recommendations
developed by the Financial and Capital Market Commission of the Republic of Latvia, do not
define certain IT requirements. Still, these recommendations indicate the necessity for
operational risks management system and regular operational risks assessment, which can be
obtained through the effective system of IT management and control. Thus, the requirements,
which may correspond to operational IT risk management, are as follows [6]:

e to implement management of such operational risks, which are associated with
unauthorized external access to information resources and improper operating with
customers confidential information (paragraph 4);

e to realize institution top-management responsibility in operational risks control
system development and to control the efficiency of operational risks management
techniques (paragraph 9, paragraph 10);

e to ensure operational risks regular identification and assessment (paragraph 12,
paragraph 13);

e to realize continuity of institutions activities, which also include information
technology and telecommunication infrastructure (paragraph 25).

4. Development of the operational IT risk management concept for Latvian monetary
and financial institutions

For developing a concept of operational IT risk management, international IT
governance practises have to be reviewed, with a focus on the above mentioned requirements
and recommendations for operational risk management. The following documents were
reviewed within the current research: Control Objectives for Information and Related
Technology (CobiT), IT Infrastructure Library (ITIL) and Code of Practice for Information
Security Management (ISO/IEC 27002).



While developing the concept, all operational IT risks identification, classification and
assessment have to be focused as high priority tasks in risk management.

4.1. List of IT Governances standards

Control Objectives for Information and Related Technology (CobiT) is developed by IT
Governance Institute as a set of documents describing IT governance and audit principles.
CobiT precisely formulates governance purposes and principles, management objects,
institution’s IT processes, its requirements and possible realization approaches [12]. Within
IT processes, practical recommendations for IT safety management are discussed as well.

IT Infrastructure Library (ITIL) is one of the most popular approaches to IT governance
process organization. ITIL provides a detailed description of important IT division activities,
most of which are determined as IT services processes [10].

Code of Practice for Information Security Management (ISO/IEC 27002) is the IT
security standard, which is based on risks analysis and management. This standard describes
the following aspects: the development of IT security policies; organizational methods of
information security ensuring; recourses management; information systems users;
communication and processes management; access control; information system acquisition,
development and maintenance, information security incident management; business
continuity management [11].

5. Operational IT risk management concept for Latvian monetary and financial
institutions

As a result of analysis of the above described operational risk management regulating
recommendations and existing operational risk management systems in Latvian monetary and
financial institutions, the following conceptual requirements of operational IT risk
management systems are pointed out:

e to define a strategy for operational IT risk management; the developed strategy should
fit a general business-strategy of monetary and financial institutions;

e to find out possible threats to all IT resources, information systems and institution’s
information,;

e based on the conducted analysis of possible IT threats, to identify and classify
operational IT risks;

e to develop operational IT risks assessment system, by using both qualitative and
quantitative risks characteristics; to apply the developed system for assessment of the
risks identified;

e to define methods which can be applied to the operational IT risk management
systems and to conduct their assessment as well;

e to develop a policy of most effective methods application for the elimination of
defined threats;

e to develop monitoring policy for operational IT risk management system;

e to develop a tool for continuous assessment of applied solutions of operational IT risk
management.

For implementation of the above conceptual requirement, it is recommended to use
domains, sections and processes from the aforementioned IT governance standards.



Table 1
IT standards determination

Requirements

Domains, sections and processes

Operational IT
risk
management
strategy
determination

CobiT. POl. Define a strategic IT plan; PO4. Define the IT Organisation and
Relationships; ME4. Provide IT Governance

ITIL. Service Strategy. 4. Service strategy; 7. Strategy, tactics and operations. Service
Design. 4.6. Information Security Management

ISO/IEC 27002. 4. Risk assessment and treatment; 5.1. Establish an information security
policy; 6.1. Establish an internal security organization; 8.1. Emphasize security prior to
employment; 15.1. Comply with legal requirements

IT threats
determination

CobiT. PO9. Assess and Manage IT Risks

ITIL. Service Strategy. 9.5. Risks. Service Design. 4.5.5. Process activities, methods and
techniques. Service Transition. 9. Challenges, critical success factors and risk. Continual
Service Improvement. 5.6.3. IT Service Continuity Management

ISO/IEC 27002. 5.1. Establish an information security policy; 13.1. Report security
events and weaknesses; 14.1. Use continuity management to protect information

Operational IT
risk
identification

CobiT. PO9. Assess and Manage IT Risks

ITIL. Service Strategy. 9.5. Risks. Service Transition. 9. Challenges, critical success
factors and risk. Continual Service Improvement. 5.6.3. IT Service Continuity
Management

ISO/TIEC 27002. 5.1. Establish an information security policy; 12.1. Security
requirements analysis and specification; 13.1. Report security events and weaknesses

Operational IT
risk assessment
system
development

CobiT. PO9. Assess and Manage IT Risks

ITIL. Service Strategy. 9.5. Risks. Service Transition. 4.6. Evaluation

ISO/IEC 27002. 5.1. Establish an information security policy; 12.1. Security
requirements analysis and specification

Defining
methods for
operational IT
risk
management

CobiT. PO9. Assess and Manage IT Risks

ITIL. Service Strategy. 9.5. Risks. Service Design. 3.4. Identifying and documenting
business requirements and drivers. Service Transition. 4.6. Evaluation

ISO/IEC 27002. 5.1. Establish an information security policy; 12.1. Security
requirements analysis and specification; 13.1. Report security events and weaknesses

Policy
development for
risk
management
most effective
methods

CobiT. PO10. Manage Projects; DS4. Ensure continuous service

ITIL. Service Design. 3.5. Design activities; 4.5. IT Service Continuity Management;
4.6. Information Security Management. Service Transition. 3.2. Policies for Service
Transition

ISO/IEC 27002. 5.1. Establish an information security policy; 6.1. Establish an internal
security organization; 10.5. Establish backup procedures; 14.1. Use continuity
management to protect information

Risk
management
system
monitoring
policy
development

CobiT. PO10. Manage Projects; ME1. Monitor and evaluate IT performance; ME2.
Monitor and evaluate internal control; AI7. Install and accredit solutions and changes
ITIL. Service Strategy. 4.4. Prepare for execution. Service Design. 3.5. Design activities;
H. The service management process maturity framework. Service Transition. 3.2.
Policies for Service Transition. Service Operation. 5.1. Monitoring and control

ISO/IEC 27002. 6.1. Establish an internal security organization; 8.2. Emphasize security
during employment; 10.10. Monitor information processing facilities; 12.4. Protect and
control system files; 12.5. Control development and support processes

Development of
techniques for
regular
assessment of
risks
management
system quality

CobiT. ME4. Provide IT Governance; DS4. Ensure continuous service

ITIL. Service Strategy. 3.1. Value creation; 4.4. Prepare for execution; 9.4. Effectiveness
in measurement. Service Design. 3.6. Design aspects; 3.10. Business service
management; 4.5. IT Service Continuity Management; 4.6. Information Security
Management. Continual Service Improvement. 4.3. Service measurement

ISO/IEC 27002. 5.1. Establish an information security policy; 6.1. Establish an internal
security organization; 10.5. Establish backup procedures; 14.1. Use continuity
management to protect information




4. Conclusions

The extension of Latvian monetary and financial institutions asks for more intensive
attention to operational risks management. Herewith, most operational risks depend on the
applied information technology whose governance reduces the general level of operational
risks.

In the current paper, a management concept of operational IT risk as a separate
operational risk subgroup is developed. The conducted analysis of existing operational risks
management practices indicates insufficient level of operational IT risk management
requirements. So, while developing the concept, recommendations and requirements of
international regulation institutions in the field of financial management system should be
taken into consideration as well as international standards for IT governance.

The development of operational IT risk management technique based on the concept
discussed above can be considered an enhancement of the current research.
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Klimovs Ruslans, Rezniks Alberts, Solovjova Irina un Slihte Jans. Operacionalo informacijas tehnologijas
risku parvaldibas koncepcijas izstrade

Miisdienu apstakjos operacionalo risku vadiba un IT parvaldiba tiek atzita par monetaro un finansu iestazu
augstako uznémejdarbibas prioritati. Taja pasa laika informacijas tehnologiju augsta ievainojamiba var izraisit



lielus finansialus zaudéjumus. Savukart pasaules reguléjoso iestazu prasibas un rekomendacijas nav noteiktas
prasibas operaciondlo risku vadiba izmantojamam informacijas tehnologijam. Sis pétijums izvirza
operacionalus IT riskus par operacionalo risku svarigu apaksgrupu, kuras parvaldiba pazemina operaciondlo
risku kopéjo limeni. Lidz ar to tika izpétiti Sadi operacionalo risku vadibas un IT parvaldibas dokumenti: The
Sarbanes-Oxley Act, The New Capital Accord Basel II, Latvijas FKTK operacionalo risku vadibas ieteikumi,
ITIL, CobiT un ISO/IEC 27002. Balstoties uz Siem teorétiskiem pétijumiem, tika izstradata operacionalo IT risku
parvaldibas koncepcija.

Klimov Ruslan, Reznik Albert, Solovjova Irina and Slihte Jans. The development of the operational IT
risk management concept

Nowadays the governance of information technology and operational risk management are the highest business
activity priorities for monetary and financial institutions. Information technology can be pointed as a vulnerable
area, which can be affected by dire financial consequences. Still, currently used recommendations and
requirements of international regulation institutions do not provide certain IT requirements to operational risk
management. This research discusses operational IT risks as an important operational risks subgroup whose
management reduces the general level of operational risks. Thus, the following operational risks management
and IT governance standards are reviewed: The Sarbanes-Oxley Act, The New Capital Accord Basel II, Latvian
FCMC Recommendations for Operational Risk Management, ITIL, CobiT and ISO/IEC 27002. Based on these
theoretical researches, the concept of the operational IT risk management is developed.

Kaumor Pycnan, Pesnux AabGept, CosioBbeBa Hpuna u Illnuxte fnc. PazpaGoTrka KoHUemmuum mo
YIPABJIEHNI0 ONePANHOHHBIMH PHCKAMH B HH()OPMAIIMOHHBIX TEXHOJIOTHAX

Ynpaenenue onepayuonnvimu puckamu u cmpamezuueckoe ynpagienue uH@OOPMAYUOHHLIMU TMEXHOIOUAMU 8
COBPEMEHHBIX YCNOBUAX CMAHOBUMCS BANCHEUWUM OUSHEC-NPUOPUMEMOM MOHEMAPHLIX U  (DUHAHCOBBIX
yupexcoenuii. B mo oice epems, bicokasi yA36UMOCMb UHQOPMAYUOHHBIX TMEXHONO2UT MOJICEm NPUBECIU K
bonvwum @unancogvim nomepim. OOHAKO MPeOOGAHUSL U PEKOMEHOAYUU MEHNCOYHAPOOHBIX Pecyiupyroujux
yupexcoeHull, npuMeHsembvle 8 Hacmosujee epemMs, He Onpedensitom KOHKpemHvle mpebosanusi K NPUMeHIeMbIM
UHPOPMAYUOHHBIM MEXHOIOSUAM 8 YRPAGLEHUL ONEePAYUOHHBIMU PUCKAMU. JlanHoe UcCied08anue Kak 6adCHyIO
HOO2pYNNny ONepayuoHHbIX PUCKO8 paccmampuseaem onepayuonuvlie M T-pucku, cmpameauueckoe ynpaeienue
KOMOPbIMU 3HAYUMENbHO YMeHbUAem 00uuil ypogeHs ONepayuoHHbIX PUCKO8. B cs13u ¢ smum, Oblau usyyensl
crnedyiowue OOKYMeHmbl 8 001ACMSX YNPAGLeHUsl ONEPAYUOHHBIMU PUCKAMU U CIPAMESUYECKO20 YPAGIeHUs.
ungpopmayuonnvimu mexnonocuamu: The Sarbanes-Oxley Act, The New Capital Accord Basel II, ramsutickue
pexomenoayuu no ynpaeienuio onepayuonnvimu puckamu, ITIL, CobiT u ISO/IEC 27002. OcHogvlgasicy Ha
OMUX  MeOPemuUYeckux UCCIe008aHusX, Obvlia paspabomana KOHYenyus CmpamesuiecKoz0 YnpaeieHus
onepayuonnvimu UT-puckamu.



