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Abstract

The main purpose of the present research is the development of managing algorithms in
the control system that admits data flows to communication resources, thus providing
the required quality of service.

The algorithms covered in the study are admission control and flows redistribution,
the algorithms of resources redistribution and maximization of system load that lead
to fulfillment of quality of service requirements.

The research resulted into elaboration of recommendations regarding optimization
of admission control system functioning. In order to test the recommendations an
OPNFET modeling system has been applied.

The dissertation consists of an introduction, five chapters, conclusion exposed on
200 pages and containing 17 tables, 112 pictures. Also, the paper contains a list of

literature used composed of 175 items and 4 appendixes.



Anotacija

St darba pamatuzdevums — izstradat vadibas algoritmus datu plusmu piekluves
sistemai pie komunikaciju resursiem, vienlaicigi nodrosinot uzdoto apkalpoSanas kva-
litati.

Tika petiti sekojosie algoritmi: piekluves vadibas un plusmu dispecerizacijas al-
goritmi, resursu pardales algoritmi, sistemas noslodzes maksimizacijas algoritmi ar
apkalposanas kvalitates garantiju nodroginaganu.

Petijumu rezultata tika izstradas rekomendacijas piekluves vadibas sistemas
funkcioneSanas optimizacijai. Izstradato rekomendaciju parbaudei tika izmantota
OPN ET modelesanas sistema.

Disertacija sastav no ievada, piecam sadalam, nobeiguma, kas izklastiti 200 lap-
puses, ar 17 tabulam, 112 atteliem, 4 pielikumiem, ka ari ar izmantotas literaturas

sarakstu no 175 nosaukumiem.
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Introduction

Research purpose: The purpose of present research is the elaboration of effective
methods to manage flows and allocate resources for systems of admission control based
on measurements in networks with traffic of bursty character.

The actuality of the work is connected with the current situation in the field of
telecommunications where it promised that by the end of 2010 the need for resources
will outreach global network capacity [167]. Moreover, it is stated that in order to
overcome the increasing demand, $137 billion would be necessary.

The work presents recommendations for development of managing algorithms and
optimal resources allocation that give a possibility to reduce investment expenses.

For the last years the character of services offered to Internet users has changed
crucially. Multimedia services have become dominating over traditional plain text
(web, mail) and data (ftp) services. Hence, one can argue the evolution of Internet

has occurred. In particular, two fields have evolved:
» Traffic - its parameters have changed
* Services - multimedia applications began requiring quality of service guarantees

As far as traffic development is concerned, bursty flows has become prevailing over
traditional Poisson ones [79, 80, 5|. In this kind of traffic packet income time distri-

bution comply with long-tail distribution, Pareto for example. Analysis has shown
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that this traffic can be characterized by self-similarity property. It results in keep-
ing statistical parameters under varying time scales. This traffic character dramati-
cally influences network performance. It increases delays and packet loss probability
[143, 50, 112].

In present work in Chapter 2. the author examines the models that describe traf-
fic and analyses the recognized models of traffic generation with self-similar character
in the simulation systems of communication networks. As a result, the recommenda-
tions on generation of self-similar traffic in simulation systems have been elaborated.
Multiple simulations and its analysis proved the existing opinion about high corre-
lation of self-similar traffic, as well as its heavy influence on communication system
performance. The negative effect of self-similar traffic on network performance may be
significantly reduced by the means of decreasing overloads of communication system
elements.

One of the options to reduce overloads during the network operation is taking into
account traffic characteristics on the stage of design when structural network units such
as buffer size and bandwidth are being chosen [163, 9, 134, 165, 135, 48, 44, 8]. Optimal
values of network structural units’ parameters are chosen employing a queuing model.
Due to self-similar character of traffic, the traditional queuing models are not suitable
as they are built around the assumption of Poisson character of the incoming flow,
e.g. M/M/1/K [23], or unlimited resources, e.g. buffer size - P/M /1 [115]. Therefore,
the author has made an investigation of queuing models that match the qualities of
modern traffic. During the study, the author has identified a queuing model [139] that
is convenient for making the calculations. It has packet arrival process characterize by
Pareto distribution low, requests service is distributed according to exponential law; it
has one service node and limited memory size (P/M/1/K). The model offers numeric
method of calculating the probability of packet loss (Prss) under the specified buffer
size and system utilization (p). In addition, a method to find a required K when p
and Ppss are specified is shown. It is described in Chapter 3. Due to the lack of
possibility to calculate the important parameters of packet delay and average queue
length, as well as the limited model which is able only for numeric calculations gave
reasons for further research.

Studies have shown that due to the absence of Laplace transform for the "long-tail"
distributions, there are no analytical expressions for queuing model with self-similar
character of incoming flow. The fact the self-similar traffic is bursty, draws attention
to analytical expressions of the work [20] for the queuing model with exponential ser-
vice with one service node and bursty income (MX/M/1). The expressions of the
average queue length under an assumption about unlimited buffer size and packet loss

probability under limited buffer size have been explored. The work proves this model,
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operating within an utilization range that is typical for telecommunications systems,
is similar to P/M/1/K model if to compare the numeric indicators of queue param-
eters. The model has been further developed and added by analytical expressions
for the average queue length (K) and average packet service waiting time (W) under
the limited buffer size assupmtion. Using the analytical expressions of the specified
system indicators with the queue such as P and W, it is possible to design system
structural units. On the basis of the analytical expressions for the systems with bursty
incoming flows, Section 6.1. presents recommendations regarding the structural units
of systems like buffer size (K) and throughput under the specified Pr,ss and minimal
cost.

Another option to reduce the overload of structural elements and the whole sys-
tem is employing the algorithms that manage the flows. The managing algorithm is
dedicated to provision of Quality of Service (QoS) guarantees to network clients. A
large part of the present work (Chapter 6.) is devoted to the recommendations about
design of managing algorithms. There are several problems in design of managing

algorithms:
* Functional
» Structural
* Technological

The functional problems are related to the development of decision making meth-
ods of management. Hereby, management is considered to be the decision making
process regarding the necessary QoS guarantees.

In this work it is assumed that QoS requirements have to be satisfied in the End-
to-End (e2e) mode. This mode includes the fulfillment of the requested QoS along
the entire way from the data source to the destination. In order the specified QoS are
guaranteed it is important that a newly incoming flow does not violate QoS guarantees
for the existing flows. Therefore, Connection Admission Control (CAC) has to become
the main target function of the managing algorithm [127, 155].

Admission control is a set of actions performed by the network at the stage of a
new connection establishment (or connection restoration) for the making of decision
regarding the possibility to support a new connection with the requested parameters
and quality of service. The new connection may be supported by the network only
if it has the requested resources, requirements to quality of service for the existing
connections are met and under the condition the new connection does not disturb
them.

In order to make a management decision, in case of CAC it is to admit or reject,

it is proposed to use bursty queuing models mentioned forehand. Thus, if Prss
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and W, calculated using the queuing models described above, satisfy the new flow
requirements, the flow gets admitted. Otherwise it gets rejected.

So that a decision can be made, the managing element needs information. The
problem of getting and processing the information is widely regarded in the present
research. The network management could be successful if the incoming flow includes

the following information:

* Quality of service requirements - Pr,ss, W, etc.

* Resources requirements - Peak Bit Rate (PBR), Sustainable Bit Rat (SBR)

For real time applications, interactive video for example, it is impossible to es-
timate the resources that might be needed in advance. For this reason the required
resources are raised so one could be confident in fulfillment of QoS. This action has
caused the failure of CAC that uses the requirements set by the flows for utiliza-
tion evaluation, for example, the requirements to bandwidth. Such CAC is called
Parametric-based Admission Control (PBAC), as it uses application traffic parame-
ters for admission control. PBAC can be easily realized. However it provides low
network utilization due to the raised requirements.

In a chapter 6. of the present work it is suggested to use CAC that gets the
information about utilization directly from the performed measurements of the existing
flows. Such an approach is called Measurement-Based Admission Control (MBAC) and
recently it has become popular in provision of statistical QoS guarantees [82, 81, 78,
63]. In this work a new structural and functional MBAC scheme is proposed.

Measurement and evaluation of both existing and incoming traffic parameters
module is one of MBAC structural elements. Further, the main problems of this
module elaboration are described, as well as the possible ways to overcome them.

Data measurements and processing for clarification of system load is a complicated
task due to traffic being bursty [7, 39, 34, 103, 69, 78]. Accumulated and analyzed
statistics of the traffic during the small time interval may show oversized values of
traffic parameters in case the measurement interval gets into the interval of packet
burst, which correspondingly, leads to the overestimation of the required resources.
Also, underestimation of traffic parameters might happen. That is in case the mea-
surement interval gets into the empty interval that leads to the underestimation of the
required network resources.

At the same time the gathered and analyzed statistics of the given traffic for a
large time period produces underestimated parameter rates as packet groups of high
income intensity will be averaged along to the intervals with low incoming packets

intensity.
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In search of the compromise the author has proposed using an adaptive approach
that denotes observation period and sampling period dependence on the traffic charac-
ter. The suggested adaptive measuring method allows not only reducing the number of
errors in traffic measurements, but what is extremely important when real time mode
is employed - reducing the managing system load related to the measuring process.
Thus, the Section 6.2.1. offers solutions to the functional problems occurred during
the design of the managing algorithms.

The second problem during the process of managing algorithms design is a struc-
tural problem caused by maximum usage of the limited network resources. In case of
CAQC, it means the admission of the large number of flows maintaining QoS guarantees.
In case of bursty traffic a necessary throughput capacity will be smaller than the sum
of declared peak rate of separate flows [175]. That difference is a gain which can be
used to connect additional flows. In the work the Section 6.2.2. presents the studies
and recommendations regarding usage maximization of the limited system resources.
They also consider the calculations of the maximum number of allowed flows under
maintenance of QoS requirements.

The best usage of the limited resources can be reached by the algorithm of optimal
dispatching proposed by the author. Flow dispatching is needed in the case when the
tie of all incoming connections is impossible. The situation is easily manageable when
there are priority flows among the incoming flows - the flow that is in priority gets
connected. The algorithm proposed by the author and described in the Section 6.2.3.
solves the dispatching problem when flows belong to the same priority class. This
algorithm allows obtaining the maximum load fulfilling QoS guarantees.

The third problem of the managing algorithm is the technological one. Its solution
effects the cost of the managing system. As it has been mentioned above, the author
offers recommendations about optimal calculation of structural system units values at
the stage of design. It is known that the parameters of flows quality of service de-
pend on bandwidth of outcoming channel and buffer size of the communication node
[95]. Herewith, these parameters influence level depends on the traffic character and
communication system load level [100, 116, 151, 156]. Taking into account the fact
that the costs of resources vary, the author of the present work solves the task of opti-
mal resource reallocation which is described in the Section 6.2.4. Reallocation studies
and recommendations concern such structural units as buffer size and bandwidth be-
tween the flows in the process of system functioning. This reallocation is intended for
minimization of communication system costs in general keeping up QoS guarantees.

All the recommendations have the analytical justification. The author has tested
his recommendations by realization of MBAC model in OPNET® network modeling

framework. Modeling results are reflected in the Chapter 7. It shows that using
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only some recommendations, already provides substantial increase in communication

system performance.

The research of this work has been made after the analysis of many publications

dedicated to the problems of traffic analysis and management in telecommunication

systems. However, the author has not found the solution to the problem formulated

above during the review of the dissertation chapters, and it has become a subject of

the present work.

Contributions: The contributions of this work can be summarized as follows:

The optimal buffer size and throughput together with the algorithm of estimating

the set packet loss probability minimize the summarized system costs.

The method of estimation the adoptive evaluation and sampling periods provides

the possibility for decreasing the estimation error and false decision making.

An additional channel multiplexing possibility with the decrease of packet arrival

rate of bursty flow with keeping guarantee of packets lost probability.

The method including the optimal dispatching of the same priority class flows

allows to improve the quality of service.

The algorithm of the system resources reallocation, such as buffer size and
throughput, allows lowering the overall costs while securing the quality of service

requirements.
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Traffic characteristics

Network management and control is impossible without understanding the notion of network
traffic and its characteristics. This chapter is dedicated to description of network traffic. Traf-
fic evolution and its parameters are described. Along to traffic evolution and its parameters
there appeared a necessity of renewal and models that describe the traffic and is presented in
Section 2.1.

Section 2.2. describes the parameters of modern traffic, generation ways and its analysis.

2.1. The Modern Traffic

The section describes the evolution of network traffic and its parameters. Section 2.1.1. con-
siders the development of network traffic using source model. Along to advancement of
network technologies the source model stopped to be acceptable. A network model took its
place (described in Section 2.1.2.). Section 2.1.3. is dedicated to applications characteristics

that are being used in the present paper.

2.1.1.  Link/Source Model

The link/source model is one of the approaches to network resource management.
The models of source requirements (the effective bandwidth) and transmission link (link-
capacity and link buffering) are used to measure the network in this kind of modeling. It can

be easily applied to the POTS where the source traffic model is simple: a 64 Kbps CBR

9
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source [67].

The talk spurt and periods of silence represent a speech as the ON/OFF source, and can
be considered as a variable data-rate source.

[74, 28, 110] have shown that the ON/OFF source model of speech may be represented
by 2-state ON-OFF Markov model. In [29] and [66] the mean periods for the talk and silence
periods were derived as 650 ms and 352 ms respectively.

Removing the periods of silence a voice conversation can be compressed and less data
needs to be transmitted. Therefore, it will require less network resources. The source model
for the compressed voice cannot be represented as a CBR source but should be represented
as VBR source model. Such model has three parameters in comparison to the one of CBR.

The model of voice is described using:
* burst size: the mean talk period (ON- period)

* the peak bit rate, the rate at which data is transmitted when the model is talking or is
ON

¢ the sustained bit rate which is estimated from the mean burst size and the mean silence
period (OFF)

In [65, 31] the authors proposed to use the VBR descriptions of traffic to dimension link
for a given number of VBR traffic sources. Such proposals are valid as long as the traffic
sources may be represented using Markov models.

Long before silence suppression was an available compression technique, Markovian
models were used to describe other aspects of the telephone network. The duration of the
telephone call and the time between consecutive calls were presented as 2-state ON-OFF
Markov models by [49] and [111]. Using these models, network providers were able to
make the best use of telephone resources while providing a computable level of service to
customers.

However, telephone use has developed along with the evolution of telephone networks
technology. Since telephone calls started to use for computer data the models proposed be-
come not valid. In [25, 24, 162] reported that call characteristics significantly differ and
that the distribution of call duration has changed from an exponential to distributions with a
“heavy-tail” and the flow-lifetimes are better represented by log-normal or Pareto distribu-
tions. The [126, 41, 52] show that in a packet-based network such as the Internet, models of
the traffic are now also best represented by “heavy-tail” distributions.

Examples of VBR traffic, characterized by “heavy-tail” distributions, include LAN traffic
[96], and WWW transactions carried over TCP/IP [41]. The reason why the “heavy-tail”
distribution characterizes Internet traffic more accurately is the following. Each of these
sources, when multiplexed together, exhibit the properties of self-similarity. Traces analysis
shows that WAN and WWW traces exhibits self-similarity [52] and [41] respectively.

10
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Firstly introduced in [105], multi-fractal analysis has been adopted to best characterize
the self-similar traffic in order to create suitable models for the link/source approach. A multi-
fractal analysis of Internet traffic traces was reported in [137] and later extended in [138] to
create a framework that supported multi-scale modeling of network traffic.

There are several reports showing that self-similarity property is not unique to Inter-
net. The self-similarity presence reported in VBR video traffic [58]. In [142] the researcher
reported the studies of VBR video traffic in ATM and showed that the loss-rates are not im-
mensely affected by the self-similarity properties. Also, Markovian models have been shown
to be sufficient for performance analysis. This report shows that short-term traffic correla-
tions had a more significant effect on buffer behavior for VBR video traffic than the effects
of self-similarity. The findings of [142, 62] propose the existence of an event-horizon beyond
which the self-similar characteristics of traffic do not depend on that time-scale. An example
is the timescale determined by the buffer-size of the system self-similar properties of traffic
at timescales beyond this will have little impact on this timescale.

It is obvious that the network traffic models must be developed together with analysis
techniques and evolution of the network traffic itself. The source model does not provide
secure means of required resource for traffic with complicated and less-tractable properties.
The source model provides corruptible results in the multi-hop network as the traffic passes
through several network nodes and may not be desired nor understood. If the source gets
smoother as it passes through each switch, then effective bandwidth based upon a priori
declarations will be overly pessimistic. Additionally, [40] showed that burst-compression is
a common phenomenon in multi-hop networks, making the traffic increasingly bursty [79,
80, 5] and therefore more demanding on network resources. Such experience further draws
into doubt the usefulness of traditional traffic models for the accurate description of any more
information than a flow peak data rate.

Such difficulties in applying a link/source model to satisfactorily characterize evolving
traffic or to accurately characterize the elastic traffic carried through the Internet, an approach

called the network model has arisen.

2.1.2. Network Model

Instead of a link/source model, the model that could take into account the interaction with
the network and which would be suitable for characterizing elastic traffic, such as a TCP/IP
network, was needed. Such network model was supported in [161]. Moreover, [11] illustrated
the significant difference between the link/source modeling approach and simulations of the
behavior of elastic traffic. The link/source model approach may suit traffic sources that do
not interact with or adapt to the current network’s behavior. However, Internet traffic is
fundamentally adaptive in nature because of the TCP protocol control [10, 71]. The source

behavior cannot be discussed separately from the network configuration (buffer management,

11
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network routing or packet-scheduling) because of the adaptive protocol interaction with the
network. The link/source model is valid only for the static configuration. If the network
configuration changes, so do the model observations of network behavior.

In [161], the author proposed that the TCP mechanism for congestion control is fun-
damentally chaotic in nature. This means that TCP-based networks are sensitive to initial
conditions and have unpredictable behavior that should be considered in the model.

Consideration of the fundamental operation of TCP increases the complexity of the mod-
els enormously. The behavior analysis of TCP protocol under the light and moderate loss was
presented in [107] where the author offered the effective bandwidth approximation formula.

In [117] the behavioral model relating effective throughput and loss are presented. The
model taking particular note of the impact the timeout mechanism has on performance. Based
on the report [117], a network-model for the short lifetime TCP flows was presented in [32].
The models presented in [107, 117] and [32] stand on fundamental assumptions that the TCP
congestion control is behaving in a periodic/predictable fashion. A contradicted fundamen-
tal idea is that cooperating TCP congestion control processes will form a deterministic, but
chaotic system [11].

It is necessary to mention that the TCP protocol is not the only adaptive protocol in
Internet. A number of adaptive services are built upon the UDP protocol [129] which offers
a datagram service and reliable and adaptive transport mechanisms be built upon it.

A few works on the use of wide-area UDP-based traffic are presented in [71, 120]. The
study of [71] states that UDP is the principle carrier of real-time traffic. Such a statement is
confirmed in [109].

2.1.3.  Application Traffic Models

The application traffic models are categorized in to two types of traffic modeled: foreground
and background traffic. The foreground traffic model represents a specific user behavior or
interaction, or in other word, application traffic is generated mainly through a user interaction
with a device. One of the goals of the simulator to implement the foreground traffic model is
to evaluating a user perspective application performance in detail as specified in [89].

The background traffic, however, is not directly related to a user interaction. For certain
application or service generates network traffic as soon as a session starts regardless of a
user interaction with a device and the amount of network traffic is significantly larger than
foreground traffic for the application or service. Instant Messaging and VPN service are the

examples. The usages of these two levels of model are the following:

e User level traffic model:

— User behavior interactions in an application is modeled, and this model can be

used with a simulation which includes detailed application layer, transport layer
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and IP layer model on top of the Layer 1(PHY) and Layer 2 (MAC) models.

— Application performance metrics specific to the application can be evaluated (e.g.,
web page download time, email download time, FTP download time, etc), and a
scheduling mechanism for the application QoS in the MAC layer can be evaluated

or optimized.

— Since the IP level traffic will be generated according to the upper layer protocols,
the generated Uplink (UL) and Downlink (DL) traffic will be correlated.

* IP packet level traffic model:

— This model generally obtained from a network traffic measurement and repre-
sented as statistical packet distributions, such as packet size distribution and
packet inter-arrival time distribution at the IP layer, and this model can be used
with a simulation which does not includes detailed protocol layers above Layer 2
(MAC) models.

— The IP packet level traffic model can be directly applied to the Layer 2 and Layer
1 model, and evaluating both application performance and scheduling mechanism

in the MAC layer are not easy task with this type of model.

Following subsections is represented description for user level.

Web Browsing Traffic Model The web model is one of the most complex models of all.
Measurements of HTTP traffic show that the large majority of page responses consist of rela-
tively small objects. The distribution of page sizes however is "heavy-tailed”, i.e., infrequent
but very large page objects constitute a significant proportion of overall transmitted bytes.
Each web page consists of a number of web objects such as a main page, embedded images,
style sheets and executable java applets or plug-ins. The time between accessing two pages
is denoted the think time (reading time) and includes time for the user to read all or parts of
the page.

Since the web browsing model in [88] might be outdated, a recent study has been incor-
porated in [1].

Fig. 2.1. shows the packet trace of a typical web browsing session. The session is divided
into ON/OFF periods representing web-page downloads and the intermediate reading times,
where the web-page downloads are referred to as packet bucket. These ON and OFF periods
are a result of human interaction where the packet bucket represents a user’s request for
information and the reading time identifies the time required to digest the web-page.

As is well known, web-browsing traffic is self-similar. In other words, the traffic exhibits
similar statistics on different timescales. Therefore, a packet bucket, like a packet session, is
divided into ON/OFF periods as in Fig. 2.1. Unlike a packet session, the ON/OFF periods

13
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2.1. Figure Packet Trace of a Typical Web Browsing Session

Main object size (Sas) Truncated Lognormal(n= 10710bytes, o=
25032bytes, min = 100bytes, max = 2Mbytes)
Embedded object size (Sg) Truncated Lognormal (n=  7758bytes, o=

126168bytes, min = 50bytes, max = 2Mbytes)
Number of embedded objects | Truncated Pareto (n= 5.64, maz = 165)

per page (Ng)
Reading time (D)) Exponential (n= 30sec)
Parsing time (7},) Exponential (n= 0.13sec)

2.1. Table Web browsing traffic model

within a packet bucket are attributed to machine interaction rather than human interaction.
A web-browser will begin serving a user’s request by fetching the initial HTML page using
an HTTP GET request. The retrieval of the initial page and each of the constituent objects
is represented by ON period within the packet bucket while the parsing time and protocol
overhead are represented by the OFF periods within a packet bucket.

HTTP/1.1 persistent mode transfer is used to download the objects, which are located at
the same server and the objects are transferred serially over a single TCP connection. The
distributions of the parameters for the web browsing traffic model are described in Table 2.1.
which has been obtained through a set of measurements using a recent online-traffic analysis

[1]. The parameters 7 and o are the mean and the standard deviations.

File Transfer Traffic Model In FTP applications, a session consists of a sequence of file
transfers, separated by reading times. The two main parameters of an FTP session are: the
size of a file to be transferred, and reading time, i.e., the time interval between end of down-
load of the previous file and the user request for the next file.

The parameters for the FTP application sessions are described in Table 2.2.
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Main object size (S)

Truncated Lognormal(n=
0.722Mbytes, max = 5Mbytes)

2Mbytes,

g=

Reading time (Dp.)

Exponential (n= 180sec)

2.2. Table FTP traffic model parameters

Average Call Holding Time (sec)

Exponential: n= 210 sec

Voice CODEC

AMR (12.2kbps)

Frame Length

20 msec

Talk spurt length

Exponential: n= 1026 ms

Silence length

Exponential: n= 1171 ms

Silence suppression Yes

Protocols RTP/UDP/TP

Header compression RTP/UDP/IP header compression

Speech Activity 47.17%

Uplink:Downlink Ratio 1:1

Total MAC PDU size during a talk spurt | 42 bytes

Total MAC PDU size during a silence 16 bytes

Average BW usage at the MAC layer 9.25kbps (w/o HARQ CRC 2Bytes),

9.71kbps (w/ HARQ CRC 2Bytes)
VoIP characteristics may vary for a particular codec

2.3. Table VoIP traffic model

VoIP Traffic Model There are a variety of encoding schemes for voice (i.e., G.711, G.722,
G.722.1, G.723.1, G.728, G.729, and Adaptive Multi-Rate Audio (AMR)) that result in dif-
ferent bandwidth requirements. Including the protocol overhead, it is very common for a
VoIP call to require between 5 Kbps and 64 Kbps of bi-directional bandwidth.

The VoIP traffic model in Table 2.3. assumes AMR codec and RTP/UDP/IP header is
included in the packet size calculation. AMR codec [118] is the most important vocoder in
wireless applications. Most likely, header compression will be used and hence the actual VoIP
packet size will be 33 bytes plus 3 bytes compressed RTP/UDP/IP header. For the simplicity,
signalling traffic is not modeled.

Voice call activities generate a pattern of talk spurt and silence (or ON and OFF) intervals
by means of a speech activity detector so that it can be modeled as a two state Markov chain.
The experimental measurements with ten conversations of 15 minutes in length showed the
activity rate was 0.4717 with AMR, and the mean duration of the ON periods was 1026ms,
while the OFF periods mean duration was 1171ms [51]. In the voice traffic model 1026ms
for a talk spurt and 1171ms silence period are used followed by [51].

Video Conference Traffic Model

ments for the audio and the video components.

Video conferencing has differing bandwidth require-
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For example, the audio component of a video-conference requires between 16 and 64
Kbps and the video component of a video-conference requires between 320 Kbps and 1 Mbps.
The typical sustainable send/receive throughput requirements range is from a low of 32 Kbps
to a high of 1 Mbps. A typical business-quality video conference runs at 384 Kbps and can
deliver TV-quality video at 25 to 30 frames per second.

Moving Picture Experts Group (MPEG) compressed videos are composed of pictures
(frames) that are separated into three different types: I, B, and P. I frames are intraframes
that encode the current picture, while B and P frames interpolate from previous and future
frames. When transmitted over an IP network, these frames are segmented into one or more
IP packets.

Authors of [92] describe Moving Picture Experts Group 4 (Standard - Compressed Video
at 64 Kbps) (MPEG4) video traffic modeling, and they separate the video trace into I, B, and
P frames, model each set of frames, and combine them together to form a final model. In
[108] authors describe MPEG4 video traffic modeling with separate set of I, B, and P frames.

The estimated values, for the parameters to model a video stream, vary from one trace
to another. The scene lengths have a lognormal distribution, which means that the log of the
scene length has a normal distribution.

For parameters associated with the lognormal distributions, the estimates depend
strongly on the dimensions of the captured frames. For the video conferencing traffic model,
high quality trace is described in Table 2.4. In the model two different resolutions for the
display are considered: 176x144 for a small device and 320x240 for a large device. The
required bandwidth for the uncompressed video stream with 176x144 pixels and 8-bit color
depth is about 7.6 Mbps and with 320x240 pixels and 8-bit color depth is about 23 Mbps.

2.2. The Modern Traffic Parameters and Modelling

It was shown in previous section that currently there are various network services, such as
WWW, FTP, VoIP, and video streaming. Because of that, the networks are full of streams
with different characteristics. A number of empirical and analytical studies of traffic mea-
surements from a variety of working packet networks have convincingly demonstrated that
actual network traffic is self-similar or long-range dependent in nature - in sharp contrast to
commonly made traffic modeling assumptions.

An analysis of network traffic has shown the presence of self-similarity both in local
and in large-scale networks, which creates significant difficulties for a correct assessment and
prediction of the traffic characteristics [41]. As has been shown in [2, 4, 99, 115, 121] the
self-similarity has a negative influence on the network productivity. Various studies identified
some evidences of self-similar behavior in computer network traffic, as well as its severe

implications in network performance [122, 123]. Namely, due to presence of burst traffic in
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Session Duration (sec) 3600 sec

Video CODEC MPEG4

Protocols RTP/UDP/IP

Header compression RTP/UDP/IP header compression

Scene Length (sec) Lognormal(n= 5.1 sec, o= 9.05 sec)

Direction Bi-direction

Display size 176x144 | 320x240

Color depth (bit) 8

Sub-sampling method 4:1:1

Mean bandwidth for Uncom- | 7.6 Mbps 23 Mbps

pressed stream

Compression ratio 13.95

Mean bandwidth for compressed | 0.54 Mbps 1.65 Mbps

stream

I frame size Lognormal(n= 210, 0 = | Lognormal(n= 18793,
1798) o= 5441)

P frame size Lognormal(n= 2826, | Lognormal(n= 8552, o=
o =1131) 3422)

B frame size Lognormal(n= 1998, | Lognormal(n= 6048, o=
o = T716) 2168)

AR coefficient a1 = 0.39, as = 0.15, 0. = 4.36

2.4. Table Video conference traffic model

several time-scales leading to an increase in end-to-end delay packet delays and their losses
[94, 160, 73, 93].

Next, a mathematical description of self-similar effect will be described. Section 2.2.1.
presents the main parameters characterizing the process as being self-similar. Section 2.2.2.
is dedicated to the methods of self-similar traffic generation that are used in the current work,

as well as the analysis of obtained sequences (Section 2.2.3.).

2.2.1. The Modern Traffic Parameters

The main characteristic parameter for the self-similar processes is the Hurst parameter - it
shows the self-similarity level. The value H= 0.5 indicates the absence of self-similarity,
while high (close to 1.0) values of H show a high degree of self-similarity.

Basically, speaking about self-similar precesses we mean second-order self-similarity.
There are two classes of self-similar processes, namely exact self-similar and asymptotically
self-similar processes [98]].

We consider a discrete-time stationary stochastic process X = (..., X 1, Xo, X1,...).

The autocorrelation function of process X is
R(k) = E{(Xi = n)(Xipx —m)} /o 2.1)
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ax?

The distribution density —ath
The average value: Lo,
a—1
The variance: Var - ocoforl < a < 2

2.5. Table The statistical characteristics of the well-known Pareto distribution

Denote X (™ = (..., X™ X", XT",...), where X" = L(Xjni1 + ... + Ximtm)
and EX (") =g,

The autocorrelation function of process X Z(m) is
RO (k) = E{(X" =) (X =)} /VarX™ k= 0,41,42,....  (2.2)

A stationary process X with finite mean 7 = EX; < oo and variance 02 = VarX; < oo

is called exactly second-order self-similar with parameter 0 < 5 < 1 if

1
R(k) = 3 ((k 1 1)27P ok2 Py (k- 1)2—5) 2.3)
Parameter (5 and the Hurst parameter H are related as H = 1 — 3/2, % < H < 1.
A stationary process X with finite mean 7 = EX; < oo and variance 02 = VarX; < oo

is called asymptotically second-order self-similar with parameter 0 < 5 < 1 if

lim RO (k) = = ((k +1)2F ok B 4 (k — 1)2*5) 2.4)
m—00 2

Self-similarity has been a dominant framework for modeling network traffic [125]. In
order to model self-similar traffic, the time intervals between the packet arrivals are modeled
by “heavy-tail” distributions. The Pareto distribution is an example of such a distribution.
The tails of the corresponding distributions densities tend to zero at sub-exponential rates for
large values of their arguments. The cumulative distribution function F(x) has a power tail if
there exist positive constants ¢ and a such that F(z) = 1 — F(z) :

mh_}r{)lo [2°F(z)] =c. (2.5)

The frequently used method of self-similarity assessment is connected with the definition
of the Hurst parameter, which is closely connected with the shape parameter o of a “heavy-
tailed” distribution function. The Hurst parameter for the Pareto distribution, which was
recommended in many research papers as a possible candidate for description of Internet
data, is connected with the parameter « by the relation H = (3 — «)/2 [41].

There are five main versions of the Pareto distribution [53]. The statistical characteristics
of well-known Pareto distribution are defined in Table 2.5.

For self-similar traffic analysis, the correlation function and the spectral density are more
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important to us. Internet traffic exhibits pretty interesting temporal correlation properties,
such as self-similarity and long memory (a slow decay of correlations) on various time scales
[159, 122]. In contrast to the classical Poisson model, where H = 0.5, these properties stress

slowly decaying correlations of the packet inter-arrival times. Such behavior is presented on
Fig. 2.2.
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2.2. Figure: The autocorrelation function of the self-similar processes with the different A
parameter

Numerous investigations show that Internet traffic is characterized by values of the H
parameters in the range 0.7 < H < 0.95. Fig. 2.2. show the autocorrelation function for
self-similar traffic modeled by a classical fractal Brownian motion and is given in [99] by the
mentioned (2.3).

An interesting feature of self-similar processes is that the autocorrelation function does
not degenerate as m — oQ.

The estimation of traffic parameters is performed periodically. The required interval
between the estimation can be computed using the information on the correlation interval of

the data stream:

1 “+oo “+oo
=y [ IR@r= [ RE) 2.6

which contains the corresponding autocorrelation function.

The quantity 73 indicates approximately the length of time intervals where the correla-
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tions of the random process are significant. On the basis of Fig. 2.2. and the correlation
interval mentioned above, one can claim that a random process with a higher degree of self-
similarity has a higher degree of correlation (long memory) and, hence, a longer correlation
interval than processes with low self-similarity.

Analyzing the above-mentioned equation for the correlation interval and Fig. 2.2., we
arrive at the problem of defining the correlation interval for self-similar traffic. Obviously, the
area of the domain under the autocorrelation function of a random process with a high degree
of self-similarity tends to infinity. Therefore, if we define the correlation interval in terms of
that area, it would also tend to infinity and would not be useful for parameters estimation.
Instead, we are going to define the correlation interval in terms of properties of the spectral
density, and then use it for computation of the optimal observation window.

The correlation interval can be defined in terms of the spectral density function. In
the simplest case of uniformly distributed traffic with the spectral range AF’, the correlation
coefficient can be expressed as R(0) = S(0)-AF, where R(0) is the autocorrelation function
for zero shift, and S(0) is the constant value of the spectral density in the whole frequency
range AF'. This is described by the formula (2.7)

C150) 1
T 9R0) T 2-AF

2.7)

which is reminiscent of the famous Nyquist theorem.

The last equation suggests the following simple scheme for defining the correlation in-
terval. As one can see in Fig. 2.3., AF — 0 for traffic with a high self-similarity level
(H — 1). However, one can find the upper bound of the frequency range and thus determine

the correlation interval 7.

2.2.2.  Artificial traffic generation models

The traditional traffic source models such as Poisson which superposition does not exhibit
self-similarity must be replaced with more accurate models in order to obtain reliable simula-
tion results [41]. This section presents observation of two models for generating data streams
with different predefined characteristics, including the self-similar parameter.

The first one is the widely known model of self-similar traffic based on creating indepen-
dent ON/OFF sources. In order to simulate these sources, we use the OPNET environment.
The method uses a superposition of many strictly alternating independent and identically
distributed ON/OFF sources. The ON and OFF periods do not necessarily have identical
distributions; however, their distributions must have ’heavy-tails” as, for instance, the Pareto
distribution has.

In the present research the simulation of the self-similar traffic is based on the ON/OFF

model that originally was suggested by Mandelbrot [104].
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2.3. Figure: The spectral density function of the self-similar processes with the different H
parameter

The network measurements show the reason to assume that in real traffic the OFF-period
is longer then ON-period. ON-period corresponds to active time period. During that time
transmitted packets are separated by small time intervals. It is reasonable to assume that
packet sizes within a period remain constant. The ON period is termed packet “train”. OFF-
period corresponds to silent period, when no packet is transmitted.

The ON/OFF model was chosen for our simulation as it has been shown in the literature
that self-similar network traffic can be generated by multiplexing several sources of Pareto-
distributed ON- and OFF- periods [124]. Each source sends bursts with random duration
distributed by Pareto distribution. The traffic generated by individual sources is independent
and identically distributed.

The second model is a simplified ON/OFF model where every batch of packets contains
exactly one packet, and the time intervals between the packet arrivals are described by the

Pareto distribution, i.e., Fractal Renew Process with Pareto distributed packets arrival time.

2.2.3. Parameter Estimations in a Model with Self-Similar Arrival Streams

Together with the popular Hurst parameter, the autocorrelation functions and the spectral
density are the main characteristics used for assessment of traffic parameters. The main

attention in the current section is devoted to autocorrelation function.
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2.4. Figure: The autocorrelation function of the centered Fractal Renewal Process with Pareto
distributed packets arrival time. Utilization p = 0.75

The streams were generated by the following four methods: two different methods
of traffic generation (simple and ON/OFF) and two types of Pareto distribution (the two-
parameter and the general Pareto distribution).

The investigation of the generated streams shows that the traffic where the packet inter-
arrival times are distributed according to the Pareto law is not ergodic. The generated streams
where packet arrives according to ON/OFF model are not ergodic also. Taking into account
the absence of ergodicity in the self-similar traffic, one has to use the autocorrelation function
described by Eq. 2.1.

Fig. 2.4. - Fig. 2.7. show the estimated autocorrelation function according Eq. 2.1
and correlation interval according to Eq. 2.6 of the artificial data. Fig. 2.4. and Fig. 2.5.
represents autocorrelation function (hole view and short respectively) for the data obtained by
using the Fractal Renew Process with two-parameter Pareto distributed packets inter-arrival
time generation. Fig. 2.6. - Fig. 2.7. represents autocorrelation function (hole view and short
respectively)for the data obtained by using ON/OFF model.

The obtained diagram suggests that the behavior of the autocorrelation functions of the

generated stream agrees qualitatively with the theoretical results.
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2.5. Figure: The short autocorrelation function of the centered Fractal Renewal Process with
Pareto distributed packets arrival time. Utilization p = 0.75
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2.6. Figure: The autocorrelation function of the centered ON/OFF Process with Pareto dis-
tributed packets arrival time and duration of ON- and OFF- periods. Utilization p = 0.75
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2.7. Figure: The short autocorrelation function of the centered ON/OFF Process with Pareto
distributed packets arrival time and duration of ON- and OFF- periods. Utilization p = 0.75

2.3. Summary

The chapter considered the network traffic and its parameters evolution. Due to traffic evo-
lution, the models describing the traffic evolve accordingly, from source model to network
model. Models development is also described in the current chapter.

The chapter examines the network application parameters that are being used in the dis-
sertation for the results verification using the simulation approach.

The final section reviews the parameters of network traffic created by earlier men-
tioned applications. As it was shown above, the modern traffic has self-similarity qualities,
whose level is characterized by H parameter. The last section emphasizes the basics of self-
similarity theory, the models allowing generation of the self-similar traffic with a specified
self-similarity parameter. In order to test the artificially generated traffic the autocorrelation
function has been employed. That process is also described in the current section. Anal-
ysis has proved that using the described methods for the artificial traffic generation allows
generating traffic with the specified self-similarity parameter.

As it was presented in “Introduction”, traffic with self-similarity characteristics has dra-
matical influence on the network performance because of underestimated buffer size. Next
chapter presents queuing models that take into account self-similarity property of modern
traffic.
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Buffer size evaluation

One of the important structural elements of network nodes is buffer capacity that can keep
packets of incoming flows.

Buffer size has to be determined taking into consideration the limits of the packet loss
probability of incoming flows in case the bandwidth is not sufficient. The buffer size has to be
estimated on the basis of cost rates. The present chapter is dedicated to the issue of choosing
the buffer size.

Starting with the work by Norros [115]], there has been mounting evidence that clearly
shows that the performance of queuing models with self-similar inputs can be radically differ-
ent from the performance predicted by traditional traffic models, especially related to Marko-
vian models with short-range dependence. The practical effect of self-similarity presented in
[54, 154, 143, 50, 112] and stated that the buffers needed at switches and multiplexers must
be bigger than those predicted by traditional queuing analysis.

The adequate size of the buffer maintains Quality of Service (QoS) requirements within
limited network capacity for as many users as possible. To get benefits the accurate model for
the buffer size estimation should be used. Since classical queuing models do not suit modern
packet switched networks the other models have to be used.

The chapter presents MX /M/1/K and P/M/1/K queuing models that suit modern
packet switched networks.

Section 3.1. describes the queuing model P/M/1/K. The model represents a numeric

algorithm of necessary queue size calculation given the preset parameters of the incoming
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traffic, requests’ service intensity and the requested guaranteed loss level. The necessity of
using the numeric method is clarified by the lack of Laplace transform for the distribution
laws with ”long-tails” which is necessary for packet loss probability estimation.

Using numeric methods has some restrictions. The methods mentioned need recursive
calculations that use a large number of system resources and lots of time. This is not ac-
ceptable for the real time systems. For getting the results of P/M/1/K model in real time
systems the usage of in advance calculated parameters tables is more appropriate.

Another disadvantage of the model is the lack of expression to calculate such a parameter
as average time of packet staying in the queue. Both are the important requirements of quality
of service. The queuing model with a bursty incoming of requests gives a possibility to
solve that problem. Analysis of M~ /M /1/K model characteristics has showed that it has
similar characteristics as the model described earlier. The model parameters can be gained
analytically and be used in work to estimate the expected delays level. MX /M /1/K model
description is given in section 3.2.

Effectiveness of buffer size selected on the basis of P/M/1/K model checking is per-
formed by means of M~ /M /1/K model and is described in section 3.3., followed by con-

clusions.

3.1. Queuing Model - P/M/1/K

The lack of closed-form expression for their Laplace transform for most of heavy-tailed dis-
tributions forces the development of numerical techniques to analyze queuing systems with
self-similar type of traffic. In the present study the size of the buffer was chosen according
to [139], where the analytical expression for the derivative of the Laplace transform of the
Pareto PDF is shown. Later it is used with a purpose to calculate the asymptotic packet loss
probability.

According to [139], the packet loss probability Pr,ss of the GI/M/1/K theorem of [35]

can be written in closed form as following:

Pross = (1 - a(o‘p_DMi‘—le”J) [\/MW_QTH;Q(M) ~W_a1a (M)] o (3.0)

where M = W and W), ¢(¢) - Whittaker’s function.

It is important to keep in mind that this is an asymptotic result and it may not give feasible
solutions for small values of the parameters involved.

The Fig. 3.1. presents the relation between utilization, buffer size and packet loss prob-
ability for different Hurst parameter of the queuing system evaluated according to [139].
Presented in paper results, as well our simulations show that the closed-form mathematical

expressions for the performance measures in P/M/1/K (where P means that the packet
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inter-arrival times are distributed according to the Pareto distribution low) queuing system

gives appropriate results.

B H=0.6
S0 K [ JH=0.75
p [ |H=0.9

3.1. Figure: The relation between utilization, buffer size and packet loss probability for dif-
ferent Hurst parameter estimated according to [139]

It is commonly considered that a linear increase in buffer sizes will produce nearly expo-
nential decreases in packet loss, and that an increase in buffer size will result in a proportional
increase in the effective use of transmission capacity. As it can be seen in the Fig. 3.1. self-
similar traffic do not hold these assumptions. The decrease in packet loss with buffer size is
far less than expected, and as it can be seen, the buffer requirements begin to explode at lower
levels of utilization for higher degrees of long-range dependence (higher values of H).

It is appropriate to use in advance calculated tables of necessary buffer size values in
dependence on system load and self-similarity coefficient (H) of incoming flows, as well as
preset probability of packet loss to gain result of P/M/1/K model in real time systems. The
table sample is given in appendix of the paper (Table Al. - A4.). Figure 3.2. graphically
shows the relationship mentioned above. It is seen that the basic parameters that influence the
calculated value of the necessary buffer size are the system utilization coefficient and self-
similarity coefficient (/). The indicator of probability of the packet loss does not influence

the calculated value of the buffer size greatly.
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3.2. Figure The buffer value dependence on Py, s

3.2.  Queuing Model - M* /M/1/K

As it has been discussed in the previous section, as well as reflected in [124, 171, 57] the
analysis of communication system with self-similar incoming packet suggests using suffi-
ciently complicated numeric and imitation analytical methods for evaluation of packet loss
probability.

At the same time during information transfer in the system the groups of packets get
formed. This observation motivated to search for correspondence between the models of
queuing systems with group-type income of packets (M~ /M /1 system) and self-similar
incoming data flow. It had to be taken into account that real time systems have the limited
buffer size.

The author of [20] proposes the analytical model for the incoming flow with group-type
(bursty) packet income.

For the analysis of that system it is assumed that it has Poisson incoming group flow, the
group packets size is geometrical law distributed, has exponential service time variance law
and one server.

Using these conditions, a formula for stationary probabilities p,, for M X /M /1 model is

found:
Pn=1=p)v+ 1 =p) (1 =7)p)n>1 (3.2)
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where p is a system utilization coefficient and -y is geometrical variance that characterizes
the number of packets in the burst.
Eq. 3.2 results in the expression for the estimation of average number of packets in the

system:
p

(1=71~-p)

Using Little theorem, which can be described by W = AK, the average time of re-

K= (3.3)

quest stay in the system. In Fig. 3.3. the mean time the packet stays within the system for

MX /M /1 queuing model is presented.
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3.3. Figure: The mean time the packet stays within the system according to M~ /M /1 queu-
ing model

Taking into consideration the number of system conditions with a limited buffer, it is
possible to find the packet loss probability in the queuing MX /M /1/K system:

(1=p)(y+ A=) " (A =7)p
L—p(y+ (1 =7)p)k

Pross = (34)
In Fig. 3.4. the packet loss probability within the system for M /M /1/K queuing
model is presented.
Time of packet delay in a queue is an important parameter of the system performance.

Mean waiting time in M~ /M /1/K system can be evaluated using the previous results [20].
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3.4. Figure The packet loss probability in the system M~ /M /1/K

For this reason an expression of an average packet number of M~X /M/1/K queuing
model has to be found. It can be done using Little theorem [23]. Thus we gain the stay time
in the queue till the moment it is served for the queuing M X /M /1/K model.

In [20] it was found that steady-state probability of packet staying in the system K can
be described by Eg. 3.2

An average packet number in the system with limited buffer size can be found as men-
tioned in [23]:

K
K=Y k-qx, (335)
k=0

Where qx is the normalized probability that K requests stay in the system. For the
purpose of the normalized probability calculation it is needed to determine the normalizing

polinom Z that can be presented as follows:

p(1=(p+~—py)5th)

pt+y—py

K K
Z=m=y ((1 —p)(v+ (L =)p)F (1 - v)p)> =
k=0 =0

(3.6)
Then the normalized probability that K requests stay in the system for the queuing

MX /M/1/K model can be described by the following expression 3.7:
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_ e (L=p)(r+ (1 =9)p)* (1 =)o)
W=7 = p(L—(p+y—pn)KF1) S

p+r—p7y

Bearing in mind the gained results, the average queuing length can be calculated using
the following expression (Eq. 3.8):
_ K+1 Kl—-p-— 1
- + SN l—p—v+p)+ (3.9)
(p+v—py)hiti—1 (I=p)(v=1)

Fig. 3.5. and B1. - Fig. B4. present the graphs of relationships between the average

queue length, system utilization, burstyness and buffer size. The curves disclose an interesting
result. All the combinations of group forming and system performance rate indicators have
some value of the average queue length that does not depend on the buffer size. With other
words, there is a certain buffer size (/) that is sufficient for provision of the average
queue length. That means that calculating the system resources parameters in communication
systems there is no sense to equip the system with the buffer size larger than K,,;. Similar
approach can be applied whilst making decision about resources allocation in the dynamic
system mode.

Combining Little theorem with Eq. 3.8 it is possible to calculate the average packet delay
time in the queue for the bursty traffic (Fig. 3.6. and Fig. C1. - Fig. C4.).

The difference between models MX /M /1/K and P/M/1/K is small in a wide range
of the utilization coefficients of the system p and the Hurst parameter (/) that can be seen in

the following Section 3.3.

3.3.  Queuing Models P/M/1/K and M*/M/1/K Comparision

The section shows that the system queues with group-type packets income thoroughly eval-
uate the features of data transmission system functioning with limited buffer size and self-
similar incoming traffic.

It is shown in [20] that the difference between the loss probability and the mean time the
packets stay within the system for the models M /M /1/K and P/M/1/K is negligible.

In Fig. 3.1. and Fig. 3.4. the packet loss probability in the system P/M/1/K and
MX /M/1/K respectively are presented.

In [21] researched the queuing system with self-similar incoming traffic, P/M /1. The
results gained allow making the comparison of characteristics of queuing systems P/M /1
and M /M /1, as well as showing the similarity of behavior of these characteristics.

Fig. 3.7. shows the corresponding curves of the mean time the packet stays in the system
with self-similar incoming flow (P/M /1) and group flow (M* /M /1). Tt can be observed

that the corresponding characteristics of the systems are very similar. Also, the corresponding
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3.5. Figure: The mean number of jobs in system for the M~ /M /1/K queue model with
v = 0.95

characteristics are close to each other when p = 0.1..0.8.

In the end of the chapter we will consider the queue behavior under the condition of
buffer size being chosen in accordance to P/M/1/K model. Average queue length analysis
will be presented using the expression gained for M X /M /1K model.

Fig. 3.8. presents the surfaces of allocated buffer size and average queue length. The
graphs prove that for the increased values of utilization and self-similarity coefficients the
average queue length tends to reach the full volume of buffer size.

Fig 3.9. shows the relationships between the average queue length and overall volume of
buffer size. Such a relationship will be called the system robustness. It is seen that the main
parameter affecting the system stability is self-similarity coefficient. System load rate almost
does not influence the system stability, as well as the requested parameter of QoS, packet loss
probability does not.

Evaluating the planes from Fig. 3.9. the following conclusions can be made:

1. The system is more robust at incoming data flows that are characterized by small values
of self-similarity coefficients. It means that with the same level of robustness, hence,

the same quality parameters guarantees, it possible to provide a higher system load.

2. A maximum system stability value does not exceed 0.6. that means the system with
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3.6. Figure: The mean waiting time of the job in system for the M~ /M /1/K queue model
with v = 0.95

the volume of buffer size chosen in accordance to P/M/1/K model is robust to the
flows of self-similar character. Therefore, that model can be used for the calculation of

parameters of buffer size for the modern telecommunication systems.

3.4. Summary

The present chapter considered the queuing models systems. It has presented the analyti-
cal and numeric methods for the calculation of queuing parameters such as the mean queue
length, average awaiting time, packet loss probability, buffer size needed for provision of the
requested packet loss probability. The main difference of the models from the traditional
ones is that they take into account self-similar character for traffic of the incoming data flows.
Thus, they can be applied for the calculation of queue parameters for the modern telecommu-
nication systems.

P/M/1/K queuing model estimation is a numeric method. P index shows that the
distribution law of the packets inter-arrival time is Pareto. The model allows calculating the
needed buffer size using the specified parameters of the incoming flow (system utilization

created by the flow with H self-similarity coefficient) and the needed packet loss probability.
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3.7. Figure: The mean time the packet stays within the system for M /M /1 and P/M/1
queuing model

The P/M/1/K queuing model was verified by simulation in OPNET framework.

MX /M/1/K queuing model represents an analytical model. It describes the queue
behavior during the income of the flow with group-type packet formation into the system.
MX/M/1/K queuing model gives a possibility for using analytical expressions for all pa-
rameters of the queue.

The chapter ends with the comparison of P/M/1/K and M~ /M/1/K models. The
results show the models are similar and supply the system with a high rate of robustness that
allows avoiding the overload of network. Next chapter presents a mechanism that can be used

for increasing the performance of network.
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Quality of Service in Integrated-Service

Networks

It was presented in Section 2.1.1. that packed-switched network traffic does not anymore
consist only of data like Web/ftp/e-mail which are distinctive for traditional networks. As
multimedia technologies like VoIP and video conferences develop, network traffic charac-
teristics start to resemble more to the traffic of telephone and cable TV networks. Users
get accustomed to use services that combine pure data, audio and video information. Re-
quirements to the resources of such applications rise along to the increase of the throughput
capability of connection channel. It is fairly predictable that in future the existing throughput
size will not be enough to meet all the necessary requirements. Thus, a need for high speed
convergence networks will become vital. There are obvious advantages of combination of
heterogeneous applications into the same system. But at the same time it causes serious com-
plications in terms of analysis, design and network management. Traditional packet-switched
(IP-based) networks use Best Effort (BE) approach for the packet delivery. Such a method
is not able to guarantee a required level of packet service [147]. Also, this method is not
suitable for convergence networks where heterogeneous applications create different traffic

and needs varying parameters of quality of service.
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4.1. Intro to Quality of Service

QoS service enables necessary service parameters due to resource allocation [84]. The re-

quired QoS parameters are the following [168]:
» Service Availability: The reliability of users’ connection to the Internet device

* Delay: The time taken by a packet to travel through the network from one end to

another

Delay Jitter: The variation in the delay encountered by similar packets following the

same route through the network
* Throughput: The rate at which packets go through the network
* Packet loss rate: The rate at which packets are dropped, get lost or become corrupted

Application groups can be distinguished on the basis of the required parameters. First are
the applications immune to delays, but intolerant to packet loss. Such services as ftp, www,
e-mail can be considered as belonging to this group. The applications as Internet telephony
and video conferencing are real-time by nature, so delay is the essential requirement for them.
High delay in the real-time application makes the packet irrelevant and it can be considered
as being lost. The applications of voice telephony and video conferencing can stay resistant
at small coefficient of packet loss and maintain reasonable quality. At the same time for
other critical real-time applications, tele-surgery for example, packet loss is unacceptable.
Using advanced compression and coding techniques the applications become more sensitive
to packet loss.

Real-time applications can be classified as one way communication (e.g. a video de-
mand), and interactive communication (e.g. video telephony). For the first ones the range of
delays jitter, is more important than the level of delays itself. For the second parameter both
delays and jitter are important.

Packet loss primarily is connected to buffer overload at switching nodes. There are two
basic approaches to cope with this problem. Firstly, it is a repeated transfer in case the packet
is lost. Secondly, the allocation of buffer size and provision of priority service for the packets
of some applications (Weighted round-robin [133, 164] and weighted fair-queue [43, 61, 153].

The purpose of QoS is the enhancement of service availability and throughput capability
at minimal delays and elimination of jitter and losses [148, 101]. QoS for IP networks can
be described using two planes which is shown on Fig. 4.1. Global and Local View: control

plane and data plane respectively.

Control Plane The functional components of the control plane are described in [83] and

[169] and are the following:
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4.1. Figure Control and Data Plane of QoS

» Signaling: The information or message exchanged related to the establishment and
control of a connection and the management of the network for guaranteed QoS, like
RSVP.

* Admission Control (AC): The decision process of whether to accept the new flow of

traffic or not according to given network resource and QoS requirement.

» Service Level Agreement (SLA): A service contract between the customer and the

service provider that specifies the forwarding service the customer should receive.

* Traffic Engineering (TE):The process of arranging how traffic flows through the net-
work so that congestion caused by uneven network utilization can be avoided. QoS

routing belongs to this category.

The components located in the control plane of QoS provide utilization and resource

allocation, load balance and the management of the traffic aggregation and path flexibility.

Data Plane In accordance to [83] and [169], the functional components of data plane are

the following:

» Shaping: Delay the traffic so that it would conform to the predefined rate.
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* Policing: Discard some packets when the incoming traffic violates the predefined rule.

* Marking: Set the Differentiated Services (DS) field in the packet, in which the class of

differentiated service is encoded.

Traffic Classification: Sort the packets based on the content of the header according to

predefined rules.
* Scheduling: Send the packets in the order of the certain service rules.

* Queue Management: Control the length of queue by dropping the packets based on the

defined rules.

Data plane performs data conditioning (shaping, policing, marking, etc) according to the
QoS requirements. The components of data plane also schedule and manage the queue of

priority and selected classes.

4.2. QoS Elaboration and Schemes

Further evolution of services that provide quality of service will be regarded.
As it was described above, IP has been developed for the purpose of ensuring best-effort
service for delivering of the packet through any network transmission and system platform.
Popularity of real-time applications increased the necessity for secure maintenance of
QoS in IP networks. The Internet engineering Task force (IETF) proposes true end-to-end
QoS in the form of IntServ [27]. Later, [22] suggested an alternative - DiffServ. The time

line of QoS mechanisms in IP networks is presented in Table 4.1.

4.2.1. Integrated Service

IntServ is orientated for long-lived unicast or multicast flows. The system reserves resources
to satisfy QoS requirements for the flows. For signalization and reservation IntServ uses
RSVP [170]. For the correct functioning of IntServ it is necessary to provide support for
RSVP protocol at all nodes on the way of packet following from the source to the destination.
In Figure 4.2. implementation framework proposed by [27] is depicted, showing the way to
realize IntServ model.

Such an approach is able to provide strict guaranteed service [148] to ensure the specified
borders of end-to-end delays and guaranteed bandwidth. Another options is the controlled
load service realization [166] which guarantee better than best-effort and low delays in case
of small and medium loads to the network.

IntServ guarantees the fulfillment of the required QoS for each flow under the condition
the necessary resources are available. Traffic control [27] is implemented by the components:

the packet scheduler, the classifier, and admission control.
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] Description \ RFC Number \ Year ‘
IP Protocol 791 [152] 1981
Type of Service 1349 [6] 1989
IntServ 1633 [27] 1994
RSVP 2205 [170] 1997
Controlled Load Network Element Service | 2211 [166] 1997
Guaranteed Service 2212 [148] 1997
DiftServ(DS Field) 2474 [113] 1998
DiffServ Architecture 2475 [22] 1998
Assured Forwarding PHB 2597 [68] 1999
Expedited Forwarding PHB (Revised) 3246 [42] 2002
2 bit DiffServ Architecture 2638 [114] 1999
IntServ over DiffServ 2998 [19] 2000
Aggregation of RSVP for IPv4 and IPv6 3175 [16] 2001

| Multiprotocol Label Switching (MPLS) | 3031 [140] | 2001 |

’ Traffic Engineering ‘ 3272 [15] \ 2002 ‘

4.1. Table Time line for QoS developments in IP networks
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Agent Agent Agent
i Admission
Control
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Database Traffic Control Database
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4.2. Figure IntServ Implementation Model
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bits 0-2 3-6 7
‘ IP-Precedence Type of Service Must be Zero
111 Network control 0000 all normal
110 Internetwork control | 1000 minimize delay
101 Critic 0100 maximize throughput
100 Flash Override 0010 maximize reliability
011 Flash 0001 minimize monetary cost
101 Immediate
001 Priority
000 Routine

4.2. Table ToS byte as defined in original IPv4

* Packet Scheduler - manages the forwarding of different packet streams using a set of

queues.

* Classifier - for the purpose of traffic control (and accounting), each incoming packet
must be mapped into some class; all packets in the same class get the same treatment

from the packet scheduler.

* Admission Control - Admission control implements the decision algorithm that a router
or host uses to determine whether a new flow can be granted the requested QoS without

impacting earlier guarantees.

IntServ is unsuitable for large-scale networks due to scalability and heterogeneity con-
cerns [149]. IntServ is not scalable due to RSVP is not able to combine individually reserved
session into a single class. An additional disadvantage is that the volume of per-flow states
is enormous and all the nodes at the end-to-end path has to support the same reservation

protocol.

4.2.2. Differentiated Service

As the realization of IntServ is a rather complicated task developers from IETF has suggested
a DiffServ model. In this model the services with the same requirements are combined into
one aggregated flow. It receives the necessary level of service in comparison to other flows.
A concept of Type of Service (ToS) priorities has already been included into the defini-
tion of IP V4 [152, 26]. In the estimation of IP protocol the lowest 3 bits from ToS byte can
be used for packet classification on the edge of the network. The packet can be classified into
one of eight categories as it is shown at Table 4.2. In case of congestion the packets of lower

priority will be discarded in favor of the higher priority.
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Bits 0-5 6-7
| Differentiated Code Point | Currently Unused |

PHB Class Drop Probability
Low | Medium | High

Default 000000

1 001010 | 001010 | 001010
AF 2 010010 | 010010 | 010010

3 011010 | 011010 | 011010

4 100010 | 100010 | 100010
EF 101110

4.3. Table Differentiated Services Code Point field (DSCP)

Each packet also can be labeled for receiving one of two levels of reliability, throughput
and delay. Later, those bits were redefined for provision of additional classes of priorities
[6]. Initially, the definite ToS precedence did not secure accurate “differentiated classes”.
Therefore, IETF proposed DiffServ architecture [113, 22]. ToS byte has been redetermined
into DS field [22]. Now 6 bit is used for the classification of the packet, see Table 4.3. 3 bits
IP precedence has been substituted by 6 bits and called Differentiated Services Code Point
(DSCP). In this case using DSCP at the definite node the support up to 64 classes has become
possible. Generally DSCP was supposed to be used for marking and a further transfer of the
packet on the basis of their Behavior Aggregate (BA).

Later on, the Expedited Forwarding (EF) Per-Hop-Behavior (PHB) is being estimated
[42]. It secures low loss, low delays, low jitter and assured bandwidth service. PHB is used
for the support of real time applications, for example VoIP, and can be realized with the help
of priority queues.

Another important PHB feature is Assured Forwarding (AF) that was described by [68].
AF is a rough equivalent of IntServ that Controlled Load Service. This defines a method
by which different forwarding assurances can be given to different BA. Thus, traffic can be
divided into three service classes - golden, silver and bronze. For the traffic belonging to
golden class a higher service priority get assigned. It also means it has a higher probability
of the prompt service than the silver one. The same relations exist between silver and bronze
classes.

So that a customer could gain differentiated service he has to have SLA with service
provider [169]. SLA shows the supported quantity of classes and the overall traffic volume
allowed for a concrete class. Assurance service can be gained on the basis of static SLA. To
receive the EF regime, further called as premium service, dynamic SLA is used. A signal

protocol like RSVP has been used for the request for service on demand.
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4.2.3. Integrated over Differentiated Service

A hybrid architecture has been suggested to escape the disadvantages of IntServ and DiffServ
[19]. This architecture, IntServ over DiffServ, offers Scalable admission control methods for
IP networks.

As it is shown in Fig. 4.3., IntServ is used in access networks, while DiffServ is used in
the backbone network. IntServ access networks are connected through a virtual link provided
by DiffServ cloud [106]. The task of DiffServ is the selection of resources of the backbone
network to connect the access networks. In its turn, IntServ carry the function of allocation of
the DiffServ selected resources to each call to satisfy the resource request. Data packets carry
the signaling messages like RSVP PAT H and RESV in the DiffServ backbone network.

Backbone
network

DiffServ

Virtual Link

Access / / \ Access
Network / \Network

4.3. Figure Framework for IntServ over DiffServ

The backbone can consist of one or more DiffServ domains. The resources of the aggre-
gated flows transferred between the domains are selected on the basis of SLAs. But, of the
resource allocation between the domains does not correctly reflect the characteristics of the
aggregated traffic, admission control for each call in the access network may not be consistent
with the virtual link congestion state, and individual QoS requirements may not be satisfied.

[16] suggested aggregated RSVP framework. The scalability has been provided by ag-
gregating the stated in the router or employing resource reservations between subnets. But
each flow is not completely isolated in the resource allocation since multiple flows share the

same service class.
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Application Layer

Integrated Service/ RSVP
Differentiated Services

Transport Layer

4.4. Table Relative positions of the different QoS schemes

4.3. Summary

The chapter presents overview of QoS schemes elaboration. IntServ, DifServ, IntServ over
DiffServ are described.

In Table 4.4. relative positions of different QoS framework components are presented.

In present work the end-to-end QoS quaranty model will be used. This mode assumes
fulfillment of necessary QoS requirements along the entire way from the data source to the
destination. In this case it is important to make sure the new data flow does not violate QoS
guarantees of the existing flows. CAC function can be used for this purpose. The next chapter
describes the process of decision making about admission on the basis of measurements of
network load, and does not need a priori description of the flows. The access control of this
kind is named MBAC.
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In the process of quality of service guarantees provision it is important the new flow does not
ruin the promised quality guarantee which already exists in the network. There are two dif-
ferent mechanisms to guarantee QoS parameters. The first mechanism is the distinguishing
of resources providing service guarantee on the basis of a model and traffic parameters preset
by a user or application. The mechanism was called “static” [65, 85, 90] for the reason of
the resources being allocated statically. This mechanism can be easily realized but has cer-
tain disadvantages why it has not become wide spread. Firstly, the traffic model which is the
base for resource allocation is not able to describe the real network traffic accurately enough.
Combination of several flows may create a new flow with unpredictable characteristics. Sec-
ondly, the connection parameters may be mentioned incorrectly. Overestimated parameters
lead to under-utilization of communication system, while underestimated parameters lead to
the overload of the system. Thirdly, the parameters of the traffic that is being transferred
cannot be always identified. For example, it is impossible to know the traffic parameters
beforehand as it is created by the application on-the-fly.

Those problems connected with the usage of static resource allocation can be eliminated
using Adaptive Bandwidth Control. For dynamic management the necessary information in
the state of system is received by measurement of the parameters of the current traffic. The
values of current traffic parameters may be either measured or predicted. Depending on the
approach used for traffic parameters determination, two schemes of resource management

can be distinguished, closed-loop and open-loop. Immediate observation of the resource pa-

45



CHAPTER 5.. MEASUREMENT-BASED ADMISSION CONTROL

rameters and information submission to the block of resources redistribution are the features
of direct management. This approach is orientated for the provision of QoS parameters guar-
antees such as average queue length [119, 128], loss [136, 72, 97, 150], and delay [86, 38].

The indirect method, the control over the parameters is based on the prediction of the
incoming traffic parameters using the previous history. Resources management works by tak-
ing into consideration the predicted incoming traffic, for example, the intensity distribution of
the exiting traffic to provide the preset parameters of QoS. As there is no correlation between
the predicted traffic and needed QoS, it is complicated to provide the requested parameters
of QoS. Most of the exciting work for open-loop only attempts to deliver low or zero packet
loss rather than guarantee it quantatively [36, 3, 45].

Also, there is a hybrid solution for resources control. It gets applied as the direct and

indirect control and allows eliminating the disadvantages of separate approaches [144].

5.1. Model of Measurement-Based Admission Control

It is necessary to fulfill the guarentees service quality for already admitted flows. For this
reason it is necessary to have the mechanism that will fulfill CAC [127, 155].

For the last years the problems connected to the static allocation of resources have been
solved using the method called MBAC [82, 81, 78, 63].

In this case resource allocation for the guarantee of QoS parameters occurs on the basis of
combination of the measured traffic parameters (intensity of the received requests, variance
and so on) and those requested by user [30]. It allows determining the needed resources
more accurately without the usage of the predictions about the traffic model. That gives an
opportunity to avoid errors related to the wrong declaration of application parameters.

Some works [85, 55, 59] suggest using access control based on the measurements of
equivalent capacity [65] using real-time measurements. In other works [78, 63, 131, 46]
authors suggest another approach when network load estimates to perform the admission
control.

As Fig. 5.1. shows the MBAC mechanism consists of several parts. The highest level of

processes detalization, the MBAC mechanism, can be described by the following processes:

* incoming flow traffic measurements,
* parameters estimator,

* admission decision algorithm - policy.

Not every AC algorithm has an estimator but all AC algorithms must have a policy.
The policy of an algorithm is the procedure to follow at flow admission, whereas the role of

estimator is to supply information for the use of the policy (procedure.)
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5.1. Figure Model of Measurement-Based Admission Control

5.2. Measurements Module

The measurements process has to perform the traffic and available network resources mea-

surements accurately. The most popular measurement mechanisms are the following:

* Time Window
* Point-sampling
* Exponential averaging

Next, the mentioned techniques will be described.

Time Window Time Window scheme delivers measurements in certain time periods [65].
As Fig. 5.2. shows, the system load is assessed on each sampling period which occurs every
S units. In the end of the measurement window 7’ the load values or delays calculated during
the previous period get renewed.

In work [65] suggested recommendations regarding the tuning of productivity of the
admission control algorithm using the measurement parameters: S and 7'. Low values of S
mean a high frequency of sample and lead to higher load averages, as well as results in a more
conversive admission decision. And contrary to that the high values of S lower the measured
load averages, resulting in the smoother traffic, hence permitting more flows.

T regulates the adaptability of the measurements. The small means frequent renewal
of the parameters measurements used for decision making that makes the algorithm more
conservative. The large T" implies taking into account the affect of traffic burst. In [75] the

following proportion 7'/S > 10 is recommended.
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5.2. Figure Time window measurement of network load

Point Samples In [60] studied the memoryless measurement-based admission control in
a decision theoretic framework. The impact of measurement errors on the performance is
showed. However, compared to the approach in [158] which also focuses on a bufferless
scheme, [60] builds a separation of time scales into their module whereas [158] deals directly
with the interplay between the call, burst and cell time-scales. These techniques base their

estimates on the current state of the network, without keeping any past history of the network.

Exponential Averaging In [55] another approach to estimate the average arrival rate (or
the aggregate bandwidth) for a class of traffic is presented. The arrival rate r; is measured
once every A seconds.

The average arrival rate could then be calculated using an exponential-weight average
with a weight w : avg = (1 —w) * avg +w*7r;. The time constant for this is given in seconds

as:

t=—1/In(l—w)x A (5.1)

The time constant ¢ reflects the time scale. If t is too long the measurement will remember
the flows that have terminated long ago. On the other hand if t is too short, then the potential
traffic from the newly admitted connections will not be taken into account. As per [55]
t>—1/In(1 —w) * A and hence w > 1 — e~ 4/%,

5.3. Estimator Module

For the algorithm to be able to provide the necessary QoS guarantees, it has to calculate
resource requirements, typically bandwidth. The measurements can be performed on the
basis if measurements, predictions or both.

Before discussion of estimators let’s introduce the term of “effective bandwidth” whose
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Technique Requirements

Measurement Per-class Declaration

I Tangent at Peak per-class measurements peak rate
numbers of connections per class

I Tangent at Arbitrary Location | per-class measurements peak rate, sustained rate
numbers of connections per class

IIT | Tangent of Slope One aggregate measurements peak rate
numbers of connections per class

IV | Tangent at Origin aggregate measurement peak rate

5.1. Table Measurement and declaration requirements of Chernoff Bound based estimators

formal definition is given in [85]. [85] may be interpreted to provide an effective bandwidth
of any individual traffic source defined as the total bandwidth required to satisfy the QoS
constraints of the total multiplexed traffic for a given buffer resource when divided among the

number of traffic sources presented in the multiplexed flow.

Instantaneous Utilization (E-IU) The simple Instantaneous Utilization estimator calcu-
lates effective bandwidth on the basis of the last measurements. E-IU is a valuable estimator
of a template which gives a push to the importance of measurement period while not being
sufficiently effective itself. As it has been shown in the previous chapter the period over
which a measurement is taken may have a considerable effect upon the computed effective
bandwidth estimate.

The same simple estimator represents a starting point for the effectiveness and differ-
ences between the policy of AC comparison. If the activity over the interval 7 is represented

as X[s, s + 7] then effective bandwidth over that particular period at time is:

X[s,s+ 7]
T

E = (5.2)
Chernoff Bounds (E-CB) Chernoff Bounds estimator has been advanced by using Cher-
noff bounds. This algorithm has been suggested for limitation of tail probabilities of the
sum of independent random variables [33]. These techniques may be applied to the curve of
effective bandwidth versus mean rate for a traffic source.

Several estimators based on Chernoff Bounds and using bounds different information
about the curve of effective bandwidth versus mean rate have been regarded in the work of
[59] and are summarized in Table. 5.1. [55] discusses an MBAC algorithm based upon the
Hoeffding bound, (of [70]). The approach discussed in [55] is considered in [59] as a specific
example of the class of approaches that arise from the Chernoff Bound techniques.

The effective bandwidth requirement of the aggregate of traffic according to approach III

1s:
K-1
> pin (5.3)

k=0

E=X+
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where

E - the estimate of the aggregate load

K - the number of different types of flow

* ny - the number of individual flows of a particular type

Pk - the peak-rate for a particular flow-type

X - the measured aggregate utilization

The scaling factor ¢ may be adjusted to tune the algorithm’s behavior.

Measured Sum (E-MS) Estimator uses a simpler approach with theoretical argumentation
[78]. The estimator assesses the evaluation of the effective bandwidth based in the regular
sampling if the measured aggregated load (Fig. 5.2.). [78] and [76] presented a number
of functions for converting regular samples (time-window) into a load estimate. Such an
approach for the computation of the current estimate is similar to one mentioned in [45].

An effective bandwidth is computed from the aggregate load then is:

o (5.4)
I

where

* E - represents the estimate of effective bandwidth

* X -is the current aggregate load estimate

* 1 - the utilization target that can be used to vary the QoS target in terms of amount of

bandwidth to used by the admission control algorithm.

[63] presents an analytical specification for improvement of estimator quality. To con-
trast the effect of a memory window for measurements, the authors show a memoryless
model, as shown in Fig. 5.3. It is shown that flow departures have a repair effect to past
mistakes by the MBAC. The fluctuations of the estimated number of admissible flows around
the perfect knowledge operating point is on the order of y/n, where n is the normalized ca-
pacity, which means the system size in terms of the mean bandwidth of the flow. Thus it takes
on the order of /n flows to rectify past errors in accepting too many flows.

The repair time is of the order of T}, = +/n/(n/T}), where T}, is the mean holding
time of the flows and T}, is called the critical time scale of the dynamic system. Thus 7},
is the natural time scale to analyze the full dynamics of the system. Fig. 5.4. shows the

effect of memory on reducing the variation of the bandwidth estimator. In [63] presented
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5.3. Figure T}, is the time-scale for the system to recover from admission errors

the parameter 7> that governs the exponential drop-off rate while T, governs how the past
bandwidth are weighted. Emphasizing the conclusion made in [63], the same time scale Ty
of the order of T}, is the time scale over which effect of past admissions persist and hence
this leads itself naturally to a estimation window length. The traffic fluctuations on the time
scale longer than the critical time scale fall into a repair regime; these fluctuations should be
tracked by the MBAC so that they can be compensated with the flow admission or rejections.
Also spare bandwidth should be set aside to absorb fluctuations at a time scale shorter that
T}, as these fluctuations are too fast to be compensated for by the repair effect. Thus a robust
MBAC should predict the fluctuations statistics over a time scale of T}, rather than estimate

the long-term statistics of the traffic.

Per-Flow and Aggregate Measure Estimator (E-MPF and E-MA) Using a theory of
large deviations the mechanisms of Measure Per-Flow Estimator and Measure Aggregate
Estimator have been gained. These mechanisms vary only with its requests for measurements.
Measure Per-Flow Estimator using measurements of each flow, while Measure Aggregate
using aggregate measurements to avoid the management and computational overheads.

Each of the mechanisms can provide the requirements for bandwidth directly based on
available buffer size and necessary relation to the packet loss.

An estimate of the effective bandwidth becomes the slope of the Scaled-Cumulative Gen-
erating Function (SCGF) for a particular set of (traffic) measurements constrained by a set of
buffer characteristics (loss-ratio and buffer size). The definition of the SCGF, 5\( 0) is:

A 1 1 o
\(©) = —log D O (5.5)
t=1
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5.4. Figure Smoothing of the fluctuation on time scales of T + Ty

where
* T - is number of periodic measurements X; each taken over the period 7

—loge
. — YJC
© q

e ¢ - is the desired loss-ratio
* ¢ - is the size of the buffer

The effective bandwidth is the the rate of change (slope) of this function for any given
value of ©.

[37] and [56] reported that effective bandwidth estimates computed using such asymp-
totic bounds may be either optimistic or conservative depending on the nature of the arrival

streams.

Mean Variance Estimator (E-MV) Mean Variance Estimator is a simple estimator that
uses the measurements of the average and variance of one time scale. Effective bandwidth of

the measured traffic can be estimated by the following equation:

E=r+¢o (5.6)
where

* T - is the mean of the aggregate utilization
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* o - is the standard deviation of the aggregate utilization

The mean of the flow captures the long-term changes in the traffic, while the variance
characterizes the variability of the traffic within the time-scale of the measurements. & allows
the estimator to accommodate a range of variability in the traffic measurements made.

Apart from the selection of a value of £, such an estimator requires appropriate selection
of the measurement period and the number of samples used to compute mean and variance of
the measurements. Sampling error will arise in the estimation of mean and variance because
the samples from which the estimates are computed are in themselves random variables. [45]

incorporates a correction to & to avoid violation of QoS guarantees:

¢ = maz{e \ (T + 1T — 1)) 57

Where T is the number of samples. The value of £’ can then be substituted so that Eq.
5.6 becomes £ = 7 + £o.

Traffic Envelope (E-TE) Traffic Envelope is another estimator that is based in statistical
information. Traffic Envelope Estimator introduces the notion of transport envelope and loss-
boundary mechanism that allows effective calculating of bandwidth of transport envelope.
The envelope can be described as the mean and deviation of traffic using a multiple time
scale. As aresult this measurement-based estimator, proposed by Knightly in [91] and further
explored in [132] and [130] is able to characterize traffic over a series of time periods.

The proposed approach computes two estimates of effective bandwidth, for the two time-
scales: short-term burstiness and long-term variance. The worst-case effective bandwidth

estimate as max of them.

Time-scale Decomposition (E-T'SD) Another statistics based estimator is Time-scale De-
composition mechanism. It can be differentiated by having no buffer. First introduced by [63]
and extended to heterogeneous flow environment in [64]. The mechanisms suggest interest-
ing ideas related to separation of time scale and especially regarding the measures to calculate

the average and variance.

Loss-Based Estimator (E-LB) The last measurements based estimator is Loss-Based one.
The algorithm is base on the current loss measurement. This mechanism does not offer the
measurement of effective requirements of bandwidth but it provides the prediction of current
loss relationships. The loss-based estimator presented here makes a prediction of long-term
loss based upon measurements over the short-term, although it does not use the marginal
distribution approach in [145]. The approach of using loss feedback is not new and has been
used in a number of MBAC algorithms, such as that of [146]. Ideas incorporating delay as
feedback in addition to loss were proposed in [77] and [157].
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Equivalent Capacity (E-EC) The first algorithm in a group of estimators that use only
the parameters, mentioned by the flow for the calculation of effective bandwidth, is Equiva-
lent Capacity estimator. In [65] a system based upon fluid-flow approximations of the traffic
multiplex is presented. Such approach provided with line speed, buffer capacity and a tar-
get loss probability along with a priori declarations about the traffic are able to compute an
equivalent capacity for each source or multiplex of sources. Such an approach gives a pos-
sibility to determine the maximal quantity of flows acceptable to the system while satisfying

the requirements for loss constraint.

Exponential Upper-Bounds (E-EUB) A previously described Equivalent Capacity es-
timator suggests approximation of per-source effective bandwidth. This approach does not
take into account an additional benefit when the effective bandwidth estimate incorporates
the buffer-space available at the point of multiplexing. [31] has introduced a coefficient to
account for the additional gain that may be computed with prior knowledge of the buffer size.
This allows for a refined computation of available capacity and thus a refined computation of

the effective bandwidth per-source.

Effective Bandwidth Model (E-EBM) [47] offers a scheme of resource redistribution
that is modeled by a shared buffer multiplexer fed by ON/OFF processes.

This algorithm is different from the previous ones for implying the periodicity of
ON/OFF sources. In Equivalent Capacity and Exponential Upper-Bounds it was thought
that the sources are regulated through “leaky-bucket”. Thus, the source is described by the
largest size of the burst, not by its average value.

For the provision of needed loss-ratio the estimator has to operate two parameters: ser-
vice rate and buffer-size. The approach described by [47] allows reducing the two-resource
allocation problem (buffer and bandwidth) to a single-resource allocation problem. It is im-

plemented by the means of loss-probability of a buffer-less multiplexer calculation.

5.4. Policing Module

As it has been mentioned above, Admission Control Policy (Algorithm) is a procedure that
is implemented at the income of a new request for the establishment of the connection. Such
policies may incorporate the results of previous admissions or admission attempts as part of

the flow-regulation process.
Target (P-T) Target - a simple admission policy that uses no estimator. It allows a nomi-

nated number of flows of a particular type into the multiplex. This policy allows construction

of an AC similar to the algorithm used by [30]] to derive the performance values for MBAC
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AC Key Idea | Policy  Estimator | Descriptors
AC-PRA Declared Peak | P-PA - peak rate

AC-ST Simple Threshold | P-TO E-IU -

AC-AR Acceptance Region | P-AR  E-IU peak rate, mean rate

AC-CB Chernoff Bounds | P-BP E-CB peak rate

AC-MS Measured Sum | P-PA E-MS peak rate
AC-MPF Large-Deviation Theory | P-PA E-MPF peak rate
AC-MA Large-Deviation Theory | P-PA E-MA peak rate
AC-MV Mean-Variance Estimator | P-TO E-MV -

AC-TSD Time-scale Decomposition | P-TO E-TSD -

AC-TE Traffic Envelope | P-TO E-TE peak rate

AC-LB Loss-ratio | P-TO E-LB -

AC-EC Equivalent Capacity | P-T E-EC peak rate, mean rate, mean burst size
AC-EUB Exponential Upper Bounds | P-T E-EUB peak rate, mean rate, mean burst size
AC-EBM | Effective Bandwidth Model | P-T E-EBM peak rate, mean rate, max. burst size

AC-T Target | P-T - -

5.2. Table Admission Control algorithms as combinations of policy and estimator

behavior.

Threshold Only (P-TO) Threshold Only policy will allow new admissions if a current

utilization value is below a defined threshold.

Back-off Period (P-BP) Back-off Period policy is based on works described in [17, 18].
In this policy if a flow is rejected, the algorithm does not admit another flow of the rejected

type until an existing flow of that same type leaves the system.

Pessimistic Admission (P-PA) Under this policy, new flow requests are (pessimistically)
assumed to be transmitting at that traffic’s worst-case transmission rate. Such policy uses as-
sumption about flow peak-rate contribution until the nearest measurement-based estimation.

Subsequently the measurement-based estimated values are used instead the peak-rate.

Policy of AC-AR (P-AR) The admission decision is made based upon whether the current
utilization plus the peak rate declared by the new flow is less than or equal to the line capacity.
There is no memory exists from admission to admission, so the success or failure of a previous

flow admission will have no impact upon the behavior of the policy for future admissions.

5.5.  Admission Control Module

The present chapter includes the description of AC algorithms. Table 5.2. presents a list of
the algorithms together with the description of the main idea used by the estimator, as well
as admission policy used for its realization. The last column with the name ”Descriptor” the

per-flow-admission requirements are described.
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While only the P-PA policy explicitly requires peak-rate, AC-TE and AC-CB also require
the peak-rate of flows as part of the admission process. AC-AR requires a priori knowledge
of the mean and peak rate traffic descriptors in order to compute the admission surface. The
estimators E-EC and E-EUB each require descriptions of the Markovian characteristics of
the traffic: the peak rate, sustained rate and mean burst size. In contrast E-EMW requires the
parameters used to describe a traffic regulator: peak rate, sustained rate and maximum burst

size.

AC-PRA - Peak-rate Allocation This algorithm is implemented as a useful comparison
point: based upon the peak-rate declarations of flow-attempts, it will admit flows if the de-
clared peak-rate of the new attempt can be admitted in the current allocation. Results gained
using this mechanism can be considered as the lower utilization-bound of any AC algorithm
- achieving the best preservation of QoS through worst-case assumptions of the traffic flows.

This algorithm can be considered a special case of the leaky-bucket based characteriza-
tion mandated for ATM in [14] and proposed for the Internet IntServ [27, 166].

AC-ST - Simple Threshold Simple Threshold is the simplest possible MBAC algorithm.
It is based on thresholding policy where the user sets an arbitrary admission threshold and

combined with the simplest Instantaneous Utilization.

AC-AR - Acceptance Region The approach is taken from [60] and [87]. And driven by
a measurement of current line utilization. The acceptance region is computed to maximize
line utilization for a nominated packet loss, given a set of flows with a known declaration of
peak and mean rates. One aspect of the approach proposed by [60, 87] is that the system is
robust to mis-specification of the mean and peak rates as well as being robust to the errors in

measurement.

AC-CB - Chernoff Bounds Proposed in [59] admission control algorithm uses ~Tangent
at Slope One” Chernoftf Bounds estimator in conjunction with back-off period policy. For the
admission decision, X represents the current aggregate-load measurement, ( is the algorithm
control parameter, py, is the peak-rate of class k and ny, is the number of flows present in class
k. This expression is compared against the line capacity C'. If the estimate is less than or

equal to the line capacity, the new flow is admitted. The formula itself is given as:

K—-1
ping, < C (5.8)
k=0

X+

NN

AC-MS - Measured Sum The algorithm of admission control is based on simple equation,

Eq. 5.9. Given that X is the measured load of existing traffic, p is the peak-rate of the
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new flow, C' is the link capacity and v is the user-defined utilization control, the admission

decision based on the following:

X <vC—p (5.9)

Measured Sum MBAC algorithm algorithm uses a modified version of the load-
estimator; recall that a procedure the algorithm authors call time-window is used to capture
the maximum value during a characterization period.

Fig. 5.5. illustrated how the time-window mechanism worked. A new flow causes an
instant reset of computation period T. At the same time working utilization value by the peak-

rate of the new flow increases.

above estimate end of T rate estimate

rate

| | .
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5.5. Figure Impact of new flow on utilization measurement

AC-MPF - Measure Per-Flow For the Measure per-flow MBAC algorithm the combina-
tion of the E-MPF and P-PA. E is estimated with MPF algorithm, p is the peak-rate declara-
tion of the flow attempt and C' is the total line capacity. The admission decision can be based

upon:

E+p<C (5.10)

In this equation the P-PA policy is implemented by increasing the comparison value
by the peak-rate of the new flow. Once the new flow is admitted, the estimate, F, is also

artificially increased by p until an up-to-date version of the current estimate is available.
AC-MA - Measure Aggregate Measure aggregate-based MBAC algorithm is similar to

per-flow-based MBAC algorithm. The combination of the E-MA and P-PA uses an admission
decision based upon Eq. 5.10.
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AC-MV - Mean-Variance For the admission algorithm the E-MV estimator is combined

with the simple P-TO, threshold-only policy.

AC-TE - Traffic Envelope The AC implementation of using the traffic envelop estimator.
This worst-case description of the new flow, is computed from the peak rate of the new flow
and the minimum measurement interval of the envelope. The traffic envelope approach sep-
arates the admission process into two parts. Firstly for the short time-scale events consider
the buffer dynamics of the multiplexer and ensures the buffer resource is not over committed.
The second part of this algorithm is the long time-scale, and a comparison is made between
the mean resource requirements of the new flow and current flows. Interested readers are
referred to [132] for details.

AC-TSD - Time-scale Decomposition The Time-scale Decomposition estimator detailed
in [64], provides an estimate of the variance and mean of a single (theoretical) flow from the

current aggregates.

AC-LB -Loss-Based Upon the current loss-estimate from the loss-based estimator E-LBE
a simple admission algorithm can be constructed consisting of a test against a user-specified

level of loss.

e<é€ (5.11)

AC-EC - Equivalent Capacity With the defining the configuration (buffer space, line
speed) parameters, the QoS provision the user desires (the target loss-ratio), and needing the
parameters describing the traffic in the multiplex, the maximum number of flows can be pre-
computed. The estimator proposed in [65] an be converted into an admission algorithm. The
AC process becomes a simple admission equation
n+1< Nnax (5.12)

where

* n - is the current number of flows in progress

* N - max is the pre-computed maximum.
AC-EUB - Exponential Upper-Bounds For the determination of the maximum number

of the flows allowed, Exponential Upper-Bounds Estimator, uses the buffer-size and line ca-

pacity, along with a priori characterization of traffic and a user specified loss-ratio. This
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pre-computed value for the maximum number of flows may then be used in an admission

process based upon Eq. 5.12.

AC-EBM - Effective Bandwidth Model Effective Bandwidth Model specified values of
buffer-size and line capacity, along with a priori characterization of traffic and a user spec-
ified loss-ratio, the maximum number of flows that may be admitted can be pre-computed.
The estimate of the number of flows is computed off-line for the desired loss-ratio using the
estimation procedure described in [47]. The maximum number of flows may then be used in

an admission algorithm described by Eq. 5.12.

AC-T -Target Policy “Target” refers to a simple admission algorithm that will allow a
nominated total number of flows in the multiplex. The Target AC allows the user to nominate

the maximum number of flows to be admitted.

5.6. Summary

The model of MBAC is presented in the chapter. It is shown, that MBAC consists of three
modules which are: measurements, estimator and policy module. Description of each module
is presented in respective section. The main contribution of the chapter is presenting a number
of different MBAC algorithms, noting the fundamental premise upon which each are based.
A number of the MBAC algorithms have their basis in the solution or approximation of the
Chernoff Bounds, while others approach the estimation problem from different theoretical
backgrounds such as large-deviation theory or statistical analysis.

Four techniques are presented, each estimating the bound based upon different informa-
tion about the curve of effective bandwidth versus mean rate.

Measured sum algorithm computes an estimate of effective bandwidth based upon regu-
lar sampling of measured aggregate loads and uses much simpler approach with little theoret-
ical foundation combining a local-maximum prediction with a control over the level of line
utilization.

Two presented techniques are based on large deviation theory. Both operate through the
estimation of bandwidth requirements based directly upon available buffer-space and desired
packet loss-ratio. In the chapter a family of algorithms based upon statistical information
derived directly from the measurement of line utilization are introduced. An algorithm that for
effective bandwidth computation uses traffic envelope is also presented. MBAC algorithms
that use measured loss-ratio and given number of flows as an admission criteria are finalizing
the section.

Within the presented algorithm some approaches does not take into account the effect of

buffering, while others take into account gains made through buffering. For the last group of
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algorithm the combined rate at which data enters the buffer may exceed the buffer service-rate
for small periods before packet-loss will occur. That is why, the burst rate and burst duration
of sources play an important contribution in the computation of the effective bandwidth of

sources.
Next chapter presents evaluation of MBAC parameters and presents suggestions for effi-

ciency improving.
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MBAC parameters evaluation

The previous chapter was dedicated to the review of QoS parameters guarantee mechanisms.
The most widely used in modern circumstances is the mechanism of access control based on
measurements which has been described in details. The existing methods have been thor-
oughly discussed and possible reason to mistake occurring were mentioned. The present
chapter shows the feasible solutions for prevention of possible errors.

Section 6.1. outlines recommendations for choosing the parameters of telecommunica-
tion system resources at the design stage. It presents the most optimal choice of parameters
for the resources like buffer size and the output bandwidth if the total intensity of the ar-
rival data traffic is defined. The optimal ratio of these two resources provides the necessary
probability of packets loss at minimal costs.

Section 6.2. is focused on the issues that emerge during the process of MBAC mechanism
functioning. The effectiveness of MBAC strongly depends on the accuracy of measurements.
The accuracy is dependent on the estimation windows length (observation period) and sam-
pling period. An excessively large observation period may result in underestimated values
of measurements. At the same time the small observation period may cause the over-sized
values. Thus, the sampling period affects the accuracy of calculated parameters.

Section 6.2.1. suggests the new adaptive approach to measurements. That method con-
siders the connection of observation period and sampling period with the character of the
value being measured which could be the intensity of the input data flow and its statistical

parameters.
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At the moment request for the introduction of a new connection is received, the access
control has to determine the potential for this new connection support with QoS parameters
guarantee. Section 6.2.2. presents the algorithm of access control which secures a high load
of communication system, simultaneously providing the required probability of packet loss.
The later is the significant parameter of Quality of Service.

The shortage of resources may lead to the situation when there is no possibility to pro-
vide the support to all incoming flows. In case the requests are of different priority classes,
logically, the higher class is being served at first. Section 6.2.3. shows the algorithm of the
effective management of the same priority class flows.

Section 6.2.4. contains recommendations regarding the dynamic redistribution of re-
sources. It offers a substantial reduction of expenses during the communication system meet-

ing the requirements of QoS. Conclusions and suggestions are given in the end.

6.1. The Design of MBAC Management System

Recently, the basic rule for choosing the buffer size [163] has been scrutinized [9, 134, 165].
The rule says the buffer size has too chosen as being able to incorporate the full Bandwidth-
delay product (BDP) of data. [135, 48, 44] and [8] mention that realization of such large
buffers for 40Gb/s channels is a complicated task for electronic routers and it is difficult to
apply them for optical router of future. Moreover, the existing arguments for the rule [163]
are no valid anymore due to the changes of the channels and its traffic size, as well as memory
cost and bandwidth ratio. The following section presents the process of choosing the optimal
buffer size and bandwidth of the outgoing channel maintaining the minimal costs and the
specified QoS parameters at the stage of system design.

General statement of the problem and description of the optimization methods are de-

scribed in the following section.

6.1.1. Buffer Size and Output Bandwidth Optimization in a MBAC System

We consider a packet switched system using the example of a data hub (switch) with 7 inputs
and one output. We use \; to denote the intensity of the packet flow arriving to the hub
through the i-th input (i = 1, M).

The hub has a buffer of size K* and the part of it of the size K already occupied. Hence,
K* — Ky = K locations are involved in the decision-making process on allocating the sought
buffer size for the arrival traffic.

The maximal bandwidth of the output is 1*. The existing traffic flows have already taken
part of the bandwidth of the size . Thus, the remaining part to be controlled is y* — g = p.

The arrival traffic can have optimal values of the buffer size K,,; and the bandwidth 11,

allocated for it, for which the packet loss probability Pr,.ss does not exceed the given level.
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To find these optimal values of the buffer size K,,; and the bandwidth i,,;, we minimize the
cost functional
C=cp+ckK, 6.1)

where c; is the cost of the unit bandwidth, and ¢ is the cost of the unit buffer.

Minimizing the cost functional, we need to meet the restriction
1= Pross >1—¢ (6.2)

where P, is the packet loss probability, and € is the upper admissible value of the loss

probability.
Naturally, the resources allocated for the arrival traffic should not exceed the available
ones, i.e.,
[o + Hopt < p1* (6.3)
Ko+ Kopt < K* (6.4)

To find the optimal values i, and K¢, we form the Lagrangian
L = c(po+p)+c1 (Ko+K)+0[(1—Pross—(1—€)[+A(po+u—p* ) +B8(Ko+ K —K*), (6.5)

where J, A and 3 are the undetermined Lagrange multipliers.
We find the derivatives of the Lagrangian with respect to several variables, set them equal

to zero, and solve the system of equations

L

6.6
‘lL_O (6.6)
0K

Obviously, it would be difficult to find the solution, which is caused by three undeter-
mined Lagrange multipliers §, A and 5 and the lack of an analytical expression for Pp .

To solve the problem we use the fact that the self-similar traffic is of a group nature,
which allows obtaining an analytical expression for the packet loss probability. In Chapter 3.
was shown that the difference between models M X /M /1/K and P/M/1/K is small in a
wide range of the utilization coefficients of the system p and the Hurst parameter (H).

To simplify the solving procedure, we remove the resource restrictions as well. Again,
to solve this problem, we introduce the cost function C' = ¢ + co K, where c¢; is the cost of
the unit intensity of the packet processing (or the unit output bandwidth), and ¢ is the cost of
the unit buffer.
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The packet loss probability is
Pross = (I)()\,M,K) (67)

Then, to optimize the system’s parameter, we can differentiate and zero out Lagrangian
(6.8):
L=cip+cK— 5[(1 - PLOSS) - (1 - P[*/oss)]’ (6.8)

where ¢ is the undetermined Lagrange multiplier, and (1 — P}

T oss) 1S the given restriction

on the probability of the loss-free packet transmission.
To perform differentiation, we use the analytical expression for (6.7) gained in Chapter
3. Substituting Eq. 3.4 into the Lagrangian and differentiating and zeroing out derivatives

Eq. 6.6, we obtain the system of equations

c1 +5gq> =0
K 6.9)
+58@ =0
2T O9K

This yields the optimality condition for the allocation of the bandwidth y and the buffer
size K:

o201 _o021 _ 1 (6.10)
opcy 0K )

This leads to the rule of the optimal bandwidth and buffer size allocation: “the decrease
in the loss probability Pr,ss per unit of cost should be the same for both types of resources
viz. the bandwidth y and the buffer size K.

We find the derivatives of the packet loss probability Pr.ss = P(A, p, K) with respect

to pand K:

s Ai-1) (Lﬁ‘”)[(

ou [M_)\<>\+H3’Y)\>K:|2X

/\2<M>K_K)\2+ 204+ A2 — A2 — 2ua) + Ka)2 + Kk — K pa)
m 0 vy UHOA + KA + K o

X
(A + pae — yA)?
(6.11)
and K1
o Al (AR (4 n)(y - 1) (A=)
— = (6.12)
0K K72
Y ()\Jruaf'y)\)
H Iz
We can construct two surfaces g—i’ % and g—}{; é in the three-dimensional space depending
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on i and K. The intersection of these two surfaces is presented in Fig. 6.1. and yields the

optimal solution that corresponds to Eq. 6.10

100

\>\ o . y J\‘\ ' T ) ///,,//'/
30 : e /<80
20 ! T e - 60

1o /\ 40

\Oi:><:f“/ 20 . dPLoss/dK
0

K DdPI,nss/du

n

6.1. Figure: g—z’% and g—}{;é surfaces for p = (0.1..0.9) represented by the inter-arrival rate

A = 10 and the coefficient of the geometric distribution v = 0.9

Based on analytical expressions (Eq. 6.11) and (Eq. 6.12) is possible to quickly obtain
the optimal solution for the real-time control of the network node parameters
The cases where one can apply the results of solving the optimization problem for the

parameters of the communication system:

Optimization Solution Application In the course of designing the system, until there are
no restrictions on the resources, we can choose the optimal value of the buffer size K* and the
optimal output bandwidth p* if the total intensity A of the arrival data traffic is known. To find
the solution, we can analyze the graphs in Fig. 6.18. - Fig. 6.21., which show the intersection
of the curves of the derivatives of Pr,ss with respect to K and p. Then, we determine the
value that corresponds to the obtained K* and y* on the graph in Fig. 3.4. having in mind
that p = \/p. If the values of the parameters do not ensure the given loss probability Pr s
we search for the next set of parameters for the increased value of the arrival traffic intensity

A > A;. The search process is convergent.
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6.2. Control on Intellectual MBAC Management System

The optimal proportion of buffer size and bandwidth is strongly influenced by the traffic char-
acter, it’s group forming quality in particular. For the effective system resources management
one has to accurately determine traffic parameters in real time. Previously, various aspects
of measurement process have been considered and a new model suggested. Also, the flows

management and resources redistribution algorithms have been described.

6.2.1. Integral Measurement Process of Incoming Traffic

The real-time applications are both sensitive to delay and loss. As a result, quality of service
guarantees have attracted a lot of research interest in the past decade. Dynamic management
of system parameters like bandwidth and buffer capacity allows to gain essential performance
benefits while quality of service guarantees are met. For the recent years a method of admis-
sion control based on measurements have received a wide recognition.

Measurements accuracy depends on the correct definition of sample and observation pe-
riods. [7] and [39] propose using three sampling methods - systematic, random and stratified.
As the network traffic is a-periodical, aforementioned sampling unadaptive techniques fre-
quency usually is based on the average network load [34], traffic distribution and the value
causing a low overload rate [102]. In the case of actual traffic differing from the expected one,
the resulting measurements can be inaccurate or having too many samples. In order to mea-
sure the traffic load, [69] suggests an adaptive sampling method. It has several disadvantages
including calculative overhead. In the work of [78] a question about accurate observation
period measurement is raised.

The present section shows several solutions to minimize possible errors of flows param-
eters estimation which is critical for making the correct decision about a new flow allowance.

Firstly, recommendations for determination of observation period 7' are presented. It
cannot be chosen too long as the character of current traffic may change suddenly and the
system of this traffic will not be able to spot that hop. And it cannot be chosen too low as it
will not provide credible results.

Second, calculation methods of such a significant MBAC parameter as sampling period
are presented. If the parameter is too high, uncertainty in flow parameters evaluation will
increase, as well as it will be impossible to observe each incoming packet because of lack of
time spent for processing [141, 39].

The intensity of incoming packet flow and self-similarity parameter of incoming traffic
need to be estimated so that calculation of outgoing channel load and buffer capacity is pos-
sible. These operations have to be done for further decision about allowance of the flow to
the system with limited resources, e.g. bandwidth and buftfer capacity.

The incoming flow is analyzed by accumulating data about it during the periods of time
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T. Using these periods the system shows the results of incoming flow analysis which are
further used to take a decision about the new flow access to the system. If these time periods
(T') are fixed, the graph of incoming flow changes and measurements looks as presented in
Fig. 6.2.

1200

C A\jfailably resources ‘ New flow rec}uest
| |

1000
800

< 600"

400

200" :

0 At At At At At AtiAt At At At AtiAt{AtIAt At At At AtiAt AtiAt At: At AtiAt AtiAt AL At AL | time

T T T T T

6.2. Figure The graph of incoming flow changes and measurements with the fixed periods.
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The measurements of the flow parameters are taken during the discrete time periods At.
The flow data during the time period At can be denoted as x (i), where 7 is At period. For
example, x(2) is data of the aggregated number of packets in the second period At;. For the
outgoing channel the bandwidth capacity C' is known. Thus, using the example given above,
the remained resources are C' — % = cy. The level the incoming flow influences the system
corresponds to the utilization of channel p. In the case used before the utilization coefficient

is the following:
X(2)
p(2) = —— N

It has to be mentioned that besides the last time period the system accumulates data about

(6.13)

any parameter during a longer time period too. Thus, there is a probability this fact can be
used.

The target parameter is intensity of incoming flow \; at period ¢. The intensity assigns
the number of packets z(i) = \;At that enter the system on 4 period within A¢ time period.

The flow intensity as well as the other incoming flow parameters is declared by the source at
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the moment of request about available network channel resources.

The value declared in the request, the incoming flow intensity, for example, is not known
for sure and get assigned roughly.

In general case, any declared parameter is designated as A. For it’s uncertainty this
parameter can be considered as probability density P(A) with mathematical expectation Ag
and variance 0%.

In fact communication system does not receive a true variable A; but an accidental value
a; = A; + & influenced by inaccuracy and observation limits. Assume that these variables

are independent and identically distributed. Also assume that “noise” of observation has
2

probability density with the finite variance o7.
Taking into consideration these data the system determines a* which is a evaluation. The
discrepancy: € = (a — a*)?.
During r periods the system gets a vector of parameters values a<"> = (ay, ag, ..., a,).

A specific risk S R while choosing the optimal value of a¢* parameter:

+o00
SR = / (a —a*)?- P(a/a~"")da, (6.14)

—00

where P(a/a<"") is an a-posteriori condition of probability distribution density for vari-

*

able a with the preset vector a<"~. The optimal evaluation value a}, is gained by minimiza-

tion of the specific risk SR that leads to the following:
+o00

top = [ @+ Pla/a™")da = Mla/a™"], (6.15)

—00

According to identification theory [172] the best distribution P(a/a<">) with the limi-
tations mentioned above should be normal. Using the parameters of a normal distribution in

Eq. 6.15 it looks as following:

2 r

[Ao e+ 15 ai]
THT T =
=1

o2
(A +1)

This evaluation expression results into a particular case when the measurements of pa-

(6.16)

Qopt = M[a/a<’">] =

rameter variables are produced without lapses, i.e. when o2 = 0.

In that case the optimal value of the parameter being evaluated will be:

1 I8
Gopt = Z ai. (6.17)
1=
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This value is formed at r period of flow observation and can be denoted as a},,;(r). The

expression can look differently:

(r) = 1 ZT: r-t 1 Tzl 41 (6.18)
Qopt\T') = — a; = : : A +— —Qq, .
r P r r—1 P r
i.e. .
aopt (1) = by (r —1) + - lar —ab,(r—1)]. (6.19)

The later equation leads to the algorithm of parameter evaluation: on another r step
of observation the optimal value of the parameter turn into mathematical expectation of the
parameter gained at the previous r» — 1 stage of observation, plus the correction that is equal
to: L (a, — (T —1)).

The recurrent expression that has been calculated above (Eq. 6.19) belongs to the class
of stochastic approximation in its simplest form [173]. Thus, in the end of time period T’
the described approximation procedure results the formation of data about a parameter or
parameters in the system.

Further, the evaluation procedures when a new flow is requested for the access to the
operating flow will be described.

At the moment ¢z a request for the access of a new flow is received which needs resource
more than the remained for the moment Atz _; (a moment of giving the result for the previous
measurements time period). In this case the system will not allow a new flow in spite at the
moment 7'z the system has enough resources. Such a situation leads to the errors in the work
of MBAC.

To solve this problem the observation period 7" has to be determined. It cannot be too
long as the character of the current traffic may change suddenly and the system will not
be able to note that change. Therefore, the appropriate value for the period 7' can be the

correlation interval 7. The flow can change its statistical parameters after this interval. Thus:
T=r (6.20)

The second parameter of MBAC has to be the period At. If it is high, a high uncertainty
in the evaluation of the flow parameters appears. The most accurate option is the observation
of each incoming packet. But it is impossible due to time losses of processing.

The definition of the time period has to take into account the flow character as this is
observed in the self-similar traffic [13]. Using recommendations of the present work the
following suggestions are proposed.

There is no necessity to expect the end of the period 7" at the incoming of a new flow at

the moment 7'z. The evaluation of the working flow can be done using the accumulated data
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from periods © << T on the basis of the following expression:

2H _ O\2H _ @2H)2 _
I(x,y):;{lJr(t—@)?H[l—[t +(-6)"" -6 w(@ At)

421 (1 — ©)2H b } 621)

where I(z,y) is the information volume that is gained by the destination y from the
source x during the measurements for time © previous to the moment of taking the decision
t, for example ¢ = Tz; H - Hurst parameter; At - period between the countdowns in the
traffic X (¢), and b = (© — At)o?, where o2 is the variance of packets number at single
measurement.

Building the relationship I(z,y) from © (period needed to check and process the mea-
surements), it can be seen that I(x,y) — maxz, if O is % of the moment of the last evaluation
t; and the moment of taking the decision ¢. In the example used in the paper, t = Tz and is
equal to the moment of getting the request for the new flow.

The constructed graph (Fig. 6.3. - Fig. 6.5.) shows that the necessary period of measure-
ments and processing decreases while the self-similarity coefficient H increases. It is logical,
as with the increase of H, flow correlation grows too. Therefore the flow can be observed

using the shorter period of time.
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6.3. Figure I(x,y) depending on © with various At for the H = 0.5.
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At this point a conclusion about the time period At between the countdowns of incoming
flow X () can be made. It is possible to create a family of curves I(z,y) depending on ©
with various At. Based on this argument it is possible to determine the period between the
countdowns At* while I(x,y) are at their max.

The Fig. 6.3. - Fig. 6.5. shows the I(z,y) depending on © with various At. For the
charts At was chosen as follows: 1074, %, 1175, 10~ that are depicted with solid, dashed,
dotted and dotted-dashed curves respectively. The Fig. 6.3. - Fig. 6.5., presents depending
for the H parameters H = 0.5,0.75, 0.95 respectively.

The graphs show that At and © depend on the self-similarity power (H). The procedure
described belongs to the case that evaluates the flows already existing in the system when the
evaluation of aggregated current flow in the system takes place using the periods 1" with the

gradual recurrent precision of the flow parameters with sub-periods At << T

25

1(X,y)
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6.4. Figure I (z,y) depending on © with various At for the H = 0.75.

Initial values Next, the case of MBAC starting phase is presented. The system starts to
receive the requests for access of the first flow. Data about it declared by client can inform the
system about an expected intensity of the flow (with some errors). The other flow parameters,

a self-similarity degree, for example, might be unknown. In this case the initial period S of
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the accumulated data about unknown flow and observation frequency are chosen.

Clearly, the more measurements, the more accurate are the results. For this reason the
initial period between the countdowns ¢ is thought to be reduced. However, there is no point
in making § too short. Therefore, the worst case is chosen, which the Poisson character of the
flow is, i.e. it is not correlated. If the declared intensities of the flow A are known, the period
0 between the countdowns can be taken as equal to correlation period of Poisson flow. This
period can be determined and equals to § = %, and it’s correlation function is R(7) = e~ 27l

The larger the observation period S is, the more accurate are the measurements. The
measurements error 5 = (milzl), where D is the process variance and m is the number of
measurements (m = % = S\). Poisson process variance represents D = R, (0) = 1.

Measurements error can be expressed in the following way:

D 1
m—1 Sx—1

B ~1/8A (6.22)

If the measurements error is preset 5* = 1%, than S = ﬁ = %.
The resulting graph of the observation and measurements process looks as it is shown on
Fig. 6.6.
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6.5. Figure I(z,y) depending on © with various At for the H = 0.95.
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At the initial stage of research that studies the flow with the length .S, the observation are
taken in the period § << At, i.e. in the periods between the incoming packets. Further, on the
basis of gained statistics, the correlation coefficient 75, which equals 77 gets calculated. After
the period T ends, the flow analysis for time S is commenced again and a new correlation
period is calculated, as well as a new period 75 is assigned.

If before the end of period 75 a new flow at the moment 7' tries to enter the system, than
on the basis of data gained for the past period O that can be estimated using the formula (Eq.
??) the parameters of the current flow and resources remained for the new flow connection to
the system are clarified.

The parameters of the flow that is being connected have to be declared. At least, their
packet income intensity has to be preassigned. Further, the availability of throughput and
buffer capacity resources have to be discovered. This would provide the parameter specified

by QoS agreement, for examples the probability of packets loss P; .. The value of the Hurst

088"
coefficient (H) is set by the results of existing flow measurements. For P4, calculation on
the basis of the declared parameters the tabulated correlations gained on the basis of article
[139] can be applied.

If Pross < Pj,,» than the new flow is given an access into the system. Otherwise, it
does not happen.

Taking into consideration a well known fact that the self-similar process has a group char-
acter, it is possible to produce dynamic management of the system parameters like throughput

and buffer capacity on the basis of suggestions proposed in the articles by [12] and [13].

Conclusions Several solutions for the possible errors of flows parameters estimation mini-
mization have been proposed in the section.

In the section the recurrent algorithm of parameter evaluation on r step of observation
was presented. The recurrent expression belongs to the class of stochastic approximation.
Thus, in the end of time period T the described approximation procedure results in the for-
mation of data about a parameter or parameters in the system.

Solutions for observation and sampling period are proposed for both initial values selec-
tion and on-going estimation.

For the case when the flows are already admitted and the character of the current traffic
may change suddenly the correlation interval 7 has been proposed for use.

The maximization of I(x,y) depending on © with various At grant the sampling pe-
riod At estimation. It was shown that the necessary period of measurements and processing
decreases while the self-similarity coefficient increases (H ).

For the initial values of the system the important results have been gained. If the declared
intensities of the flow A are known, the period ¢ between the countdowns can be taken as equal

to correlation period of Poisson flow. This period can be determined and equals to 6 = 1/A.
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6.6. Figure An integral measurement process of incoming traffic for MBAC.

The initial data flow observation period should be S = 6—1)\ where (3 is a measurements error.
Interestingly, © remains unchangeable in a wide range. That fact has to be taken into

consideration choosing the value for ©. It does not have to be too small either too large.

6.2.2. Resource Allocation Method for Admission Control Algorithm

The present section concentrated on resource allocation in communication networks in or-
der to assure specific QoS characteristics, such as packet loss probability for requested new
connections.
To evaluate admission control decision algorithm based on the packet loss probability for
we are going to estimate the memory volume according the method described in paper [139].
The decision for choosing call admission in our model is based on requested packet

loss probability (Pr,..) assurance and available resource that will be allocated to guaranty

085
required QoS parameters. To evaluate the resource allocation we have modeled a framework
of multiple sources.

The framework of the model that were used for the simulation is presented as follows.
The model consists of the multiple sources that belong to the same QoS priority level. It

means that all sources have a similar right to be admitted and gain similar resources. Traffic
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of multiple sources goes through the switch where the multiplexing is performed (Fig. 6.7.).

Destination

Source N

6.7. Figure The framework of the model

It is important to mention that the probability that arrival rate of the aggregated traffic
would be equal to peak rate of the individual source approaches tends to zero. That is why it
is possible to gain high network utilization while saving the QoS packet loss guaranties.

The traffic shaping is integrated into the switch. We considered the shaper policy as
follows: if the limited resources of switch are not sufficient to guaranty the requested packet
loss probability, then traffic shaper decreases the bandwidth of every established connection.
For the case with multiple sources of the same QoS priority level it means that the bandwidth
available for an individual source is inverse to the number of sources.

In the model we work with the buffer memory allocation proceeds in the following way.
In our experiments we use the worst case of memory allocation which is allocation by zones.
It means that each connection gets the proportional amount of the buffer memory.

Within the described model the packet loss probability (Pr.ss) Was estimated for differ-
ent parameters of traffic inter-arrival rate/utilization (p = %, where A-packet inter-arrival rate
and p-packet service rate) and self-similarity parameter (H ).

At first, the buffer capacity was estimated according to parameters of the individual
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source and packet loss probability Pr,ss = 1073, For the experiments the parameters of
the single source model were chosen to create the utilization equal to p; = 0.5, p3 = 0.75
and p3 = 0.8. For the buffer capacity estimation the self-similarity H parameter considering
asequal to H; = 0.5, Ho = 0.75 and H3 = 0.85.

Fig. 6.8. - Fig. 6.10. show the Pr,.ss probability for the connections. The packet inter-
arrival rate decreases proportionally to the number of established connections. The buffer
size of each source gets allocated proportionally to the number of connections in reference to

initially estimated.
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6.8. Figure: Packet loss probability for the source with decreasing inter-arrival rate propor-
tional to the connected clients for the one client with arrival rate corresponding to p = 0.5

The solid line shows the packet loss probability for the inter-arrival rate of the one source
that corresponds to long-range dependence parameter H = 0.6. The dashed line corresponds
to H = (.75, and the dotted line corresponds to ' = 0.85.

In Fig. 6.8. - Fig. 6.10. it can be seen that packet loss probability decreases when
the arrival rate decreases proportionally to the number of clients, and allocated memory de-

creases according to arrival rate. It decreases until the minimum and later on starts to increase.
ClientNumber
Respectively, cumulative packet loss probability P} = = > Pross for the multi-

Loss
i=1
plexed traffic of established client’s connections decreases too. Such minimum, as you can
see from the charts, depends on the input traffic parameters.

The multiplexing effect can be described as follows: for the one QoS class, leaving the
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6.9. Figure: Packet loss probability for the source with decreasing inter-arrival rate propor-
tional to the connected clients for the one client with arrival rate corresponding to p = 0.75

constant long-range dependent parameter and utilization with the number of clients increasing
(decreasing the arrival rate of individual source) the aggregated traffic arise smaller packet
loss probability. Fig. 6.8. - Fig. 6.10. demonstrate that greater the gain from the multiplexing
could be achieved for the high utilization, or for the traffic with high long-range dependence
parameter - H.

Moreover, comparing packet loss probability of the multiplexed traffic, single source traf-
fic with similar long-range dependence parameter and produced similar network utilization
the packet loss probability for the multiplexed traffic for some number of clients is smaller
comparing to single source.

Fig. 6.11. illustrates the gained buffer capacity during the traffic aggregation. The
graph shows the relationship between the gained and initial memory capacity taking into
consideration the number of clients and the Hurst parameter. It is clearly seen that for the
aggregated traffic that consists of multiple sources with high self-similarity parameter the
benefit of the multiplexing is higher.

The advantage we gain of this result is the connection of more clients with the defined
packet loss guaranty. In other words, we can have more available buffer memory for newly

arrived connections. For such ”free” resources we use the “over-utilization” term.
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6.10. Figure: Packet loss probability for the source with decreasing inter-arrival rate propor-
tional to the connected clients for the one client with arrival rate corresponding to p = 0.8

The “over-utilization”, which is the bandwidth that has been achieved by multiplexing,
should be taken into account by admission control as additional free resources in decision
making phase.

If the admission control has enough resources to admit a connection with the parameters
that meet the requirements of utilization p — 1 and requested packet loss probability, the
traditional admission control will admit only 10 sources with A = 0.2 % y to satisfy required
packet loss probability. More than 5 connections could be admitted with packet loss guaranty
in case of “over-utilization” parameter.

It has to be noted that ”over-utilization” parameter depends on parameters of multiplexed

connections and should be evaluated on the fly.

Conclusions The section presents the advantages of multiplexing according to packet loss
probability. The results shows that the packet loss probability for the aggregated data flow
decreases with the decreasing of the arrival rate of the individual source proportionally. The
packet loss probability decreases until the minimum and later on starts to increase. Such a
minimum value, as you can see from the charts, depends on the input traffic parameters.

In our experiments for different variety of parameters the minimum of cumulative packet

loss is reached between 2 and 10 clients depending on the parameters.
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6.11. Figure The buffer capacity during the traffic aggregation for p = 0.75

The experiments show that the probability that arrival rate of the aggregated traffic would
be equal to peak rate of the individual source decreases with the number of individual sources.
That is why it is possible to provide high network utilization while saving the QoS packet loss
guaranties. Furthermore, the packet loss probability of the aggregated traffic comparing to
the single source with the similar traffic characteristics for some number of clients is smaller
in comparison to the single source. It offers to use gained buffer memory for the “over-
utilization” - to admit additional connections. The “over-utilization” could be used either for
admission control or for traffic control.

While working on admission control effectiveness improvement the following issues are
useful to be taken into account. The large number of sources produce smaller packet loss
probability as it would be evaluated for single source with respective arrival rate. This ef-
fect gives an opportunity to admit additional sources and to increase the network utilization.
Generally, in the admission control field the “over-utilization” shows how many additional
sources could be admitted into the system.

Traffic control could use the “over-utilization” parameter in the following way. Traffic
control in case of collisions should decrease the input rate. Utilizing the “over-utilization” pa-
rameter the input rate will be decreased less than in the case when that parameter is not used.

As the future work it is important to mention the work related to ”over-utilization” parameter
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on-line evaluation for the different number of input sources and its traffic parameters.

6.2.3. Optimal Dispatching of the Flows Falling in the Same Priority Class

In order to provide the required quality of service (QoS), in current data communication net-
works, a mechanism is intensively used allowing the data flow access to the communication
system and further to the network. For efficient flow management, the flow classes and the
priorities corresponding to them are introduced.

Four classes of flows are separated to which priorities are assigned. Those with the top
priority are the flows that do not allow delays in the servicing of packets in the course of
transmission, for instance, video and audio broadcasts. At the opposite end are the file data
transmission flows, where the packet delay does not result in any negative consequences. On
the basis of the priorities, the resources of the communication system are allocated, i.e., the
buffer storage size and the output channel bandwidth. However, the problem of the resources
allocation is complicated if two or more flows falling in the same priority class arrive at the
input.

Therefore, in the present section, the case is considered of several competing flows falling
in the same class. This section is dedicated to solving the question of which flow should be
allowed to transmit data in the case of limited system resources.

The problem can be stated as follows. There is a communication node at the input of
which n flows arrive with the intensities \; (: = 1,n). Each flow in the output channel is
provided with the channel resources: the frequency band (pass band) or the servicing intensity

11; (==). If the rate of the transmission/servicing for the i-th flow comprises ¢; (%) and the

packet
sec

S

average packet length is /;, then pu; = I (

). Each i-th flow produces the load p; of the

n
communication node and the output channel out of the total load p = ) p;.
i=1
Each flow is characterized by the servicing time variation coefficient v;. It is assumed
that the communication node has the total buffer storage capacity of r packets. The storage

space is divided into regions so that each flow is provided with the capacity r;. Naturally,
n

r > > r;. It is assumed that maintenance procedures for servicing flows with identical
i=i

prioriti_es are used.

On complete filling of the storage, the newly arriving packets are lost regardless of their
priority.

In accordance with [174], the probabilities of the packet losses for the flow of the k-th

priority (the first priority is assigned to £ = 1) are known:

27‘k
_ry, 1—py, L+of
Pross,, = o Wﬂgk ) (6.23)
1—pg *
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k
where py,, = Y p; and ry, is the capacity of the buffer region for the k-th flow that has
i=1
the servicing time variation coefficient vy. Naturally, expression (Eq. 6.23) is obtained under
some restrictions and assumptions [174].

Two problems are to be solved:

1. to determine which flow (within the class) should be assigned the highest priority and

which the lowest;

2. to determine the optimum buffer storage capacity 7 (i = 1, n) for the competing flows

of the same class.

The flow priority should be determined by the following algorithm. Consider two flows

(n = 2). The first flow is assigned the highest priority £ = 1. The packet loss probability for

this flow is .
1—p 71;12
Ploss, = 72Z1p11+ T (6.24)
1+v% +
1—py

The packet loss probability for the flow with the second priority is

2r9

1+p2  1—(p1+p2
PLOSSQ = P P (p pzrz 1 (pl + ,02) o3 . (6.25)

2
P 1—(p1+p2) Lo

where ro = 7 — 1, and 7 is the total buffer storage capacity of the communication node.

The total probability of the packet loss for two flows is
Pr=1-— (1 — P1)<1 — PQ) ~P+ P (6.26)

Take the ranking of the flows as unknown and therefore assume that there are two flows
A and B that produce the loads p4 and pg. Consider two cases: the case a is when the
priority is given to flow A, and the case b is when the priority is given to flow B.

The packet loss probability for the case a is

2r
. l—pa 0 p l—p 8
Plosss, = WPA + Ewp B, (6.27)
14+v _ 1+v
1— Pa A 1—p ™B

where p = pa + pp. The packet loss probability Pgossz for the case b is obtained by
way of interchanging the positions of the indices A and B in Eq. 6.27.

If PP, < Pgos sy, then the priority should be given to the flow with the index A, and
vice versa.

In order to simplify the comparison procedure, one can take the variation coefficients as
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equal: U,Qq = v]23 = 1. Then,

l—pa p _l1—p
PEOSSE = 1_p7:4A+1pAA piBl_prB_;’_lprB;rB:r_rA.

(6.28)
Consider the case of p4 << 1, while pgp — 1, and assume that ry = rp = r,. Then,
the probability of losses can be estimated as

~ Tz p ]'_p
PE:pA_'—piBl_prz_i_lp;
If po — 1 while pp << 1, then

(6.29)
1 —pa p l1-—p

pie - 02 gy B2 B 6.30

= 1—p§f“pA pp 1= pratilfe (0:30)

In the second case, the first addend is changed by the factor
by the factor = -1

1=p4_ and the second one
1=p}y
B’
1 . ‘. . 'l
—PLossz’ Ifp,>>p, /
0.97‘ i l’ 7
A == 'PLOSZ’ if pl << p2 K
08
07} ¢ i
g ;
o ! )
| i /
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6.12. Figure: Total probability of the packet loss. The load produced by the first flow equals
0.5 and that by the second flow 0.3, where » = 10. The solid line stands for the priority being
given to the first flow, and the dashed one, for the priority being given to the second flow.

Reasoning from this, the second strategy of assigning the priorities is disadvantageous.
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Hence follows the conclusion: the priority should be given to the flow that produces less
communication system load.

This conclusion is supported by the plots given in Fig. 6.12. - Fig. 6.14. In Fig. 6.12.,
the plots are given of the total (for the first and second flow) probability of the packet loss for
the total storage capacity of ten packets and the servicing time variation coefficient equal to
unity for both flows. The load produced by the first flow equals 0.5 and that by the second
flow 0.3. On the plot, the packet loss probability in the case when the priority is given to
the first flow is shown as a solid line, and the loss probability in the case when the priority
is given to the second flow is shown as a dashed line. From the plot, it is obvious that the
conclusion reached above is confirmed.

The advantage of giving the priority to the flow that produces a smaller load becomes
more evident with the increase in the loads’ ratio, as well as with the increase in the servicing
time variation. For instance, in Fig. 6.13. the plots are constructed of the total packet losses
for the flows producing loads equal to 0.8 and 0.1 for the first and second flow, respectively.
The total buffer storage capacity equals K = 31. In Fig. 6.14., a plot is presented similar to
the previous one but with the queries’ servicing time variation increased to two (v; = vy =
v =2).

From the plot in Fig. 6.14., it follows that the increase in the servicing time variation
coefficient results in the increase of the packet loss probability. Moreover, the total probability
of losses differs essentially as compared to the first case, to which corresponds the variation
coefficient v = 1, i.e., when the packets’ servicing time is distributed exponentially.

The dependencies presented in Fig. 6.14. suggest that the occurrence at the input of
a self-similar plot characterized by a large variation coefficient aggravates the situation still
further: the wrong choice of the priorities leads to a drastic increase in the packet loss prob-
ability as compared to the case of the arrival of an elementary flow with an exponentially
distributed packet servicing time.

Determining the optimum buffer storage capacity r}(i = 1,n) for competing flows is
presented below.

The aim of solving the problem in question is to determine the optimum storage capaci-
ties for the first and second flows bearing in mind that the total storage capacity isr = r4+rp.
Assume that the priority is given to flow A, which produces the load p4 << pp. It remains
to find out what is the optimal storage space distribution 7% and r% bearing in mind that
rp=1r—"1}.

In order to do this, construct the plots of the dependency of the ratio of the storage
capacity provided to the first flow to the total storage capacity (rop¢/K (p)), where K (p)
is the storage capacity computed from the M /M /1/K model for the specified packet loss
probability Pr,ss. In Fig. 6.15. - Fig. 6.17., the buffer storage space allocation surface is
presented, where the y axis (that is, the scale of the storage capacity (K (p)) is calibrated
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6.13. Figure: Total probability of the packet loss. The load produced by the first flow equals
0.8 and that by the second flow 0.1, where » = 31. The solid line stands for the priority being

given to the first flow, while the dashed one, to the second.

subject to the change of p used for computing the storage capacity. In Fig. 6.15. - Fig.
6.17. (K(p)), the plots are given of the optimal storage space partition for the packet loss
probability Pr.es = 107°.

First, using the traditional M /M /1/K model implying the arrival to the system of an
elementary flow with an exponentially distributed servicing time, we compute the value of
the buffer storage capacity K. We determine the capacity from the specified restriction on
the packet loss probability Pr.ss. Next, given the design value of the buffer storage capacity,
the solutions surface is constructed, which shows how the ratio is changed of the optimal size
r of the buffer storage space allocated to the preemptive flow to the capacity K of the buffer
storage obtained from the M /M /1/K model.

The optimal value of the buffer storage capacity allocated to the preemptive flow is de-
termined from a family of plots similar to the ones presented in Fig. 6.12. and Fig. 6.13. For
instance, in Fig. 6.12. it is shown that the optimal value is attained for the ratio 7, /r = 0.25.

The absence of an analytical expression for computing the optimal value r,,; makes us
either use a previously computed table of optimal values or employ numerical methods.

We demonstrate how 7., is computed with an example. Assume that we have two flows
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6.14. Figure: Total probability of the packet loss. The load produced by the first flow equals
0.8 and that by the second flow, 0.1, where » = 31, and v;1 = vo = v = 2. The solid line

stands for the priority being given to the first flow, and the dashed one, to the second flow.

T 0 i 2 3

4 5 6 7 8 9 10 11 12
rg = K — 1 12 11 10 9 8 7 6 5 4 3 2 1 0
Ps, 1.00 0.26 0.102 0.067 0.067 0.082 0.106 0.142 0.195 0.277 0.41 0.711 1.00

6.1. Table Packet loss probabilities for the possible ways of the storage space allocation

producing the loads p; = 0.5 and p2 = 0.3. Take the free buffer storage space to be certainly

insufficient to provide data transmission without losses. In the present example, we use a
storage size less than the required one. From the M /M /1/K model, we compute the storage
capacity K for the total p = 0.6 and the packet loss probability Pr,ss = 1073, For the
specified parameters K = 12, find how we should divide the storage space between the
arriving flows. Using the assertion stated above that the priority should be given to the flow

that produces a smaller load, we assign the highest priority to the second flow. Then, p4 = 0.3

and pg = 0.5.

Calculate the probabilities of losses for all the possible ways of the storage space alloca-

tion. For the specified values, we obtain the following probabilities of the total packet losses
Tab.6.1.

Thus, it is seen that the minimal total probability of the packet loss occurs for 71 = 3 or
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Topt/ K = 0.25.

Conclusions and Recommendations For the current section the following conclusions
can be drawn. From the current charts the presented dependencies (Fig. 6.15. - Fig. 6.17.), it
is seen that, with the increase in the ratio p;/p2 , the optimal size of the buffer storage space
allocated to the preemptive flow increases.

More interesting is the fact that, for & (p) falling into a sufficiently wide range, the ratio
Topt /K remains almost unchanged. This signifies that the choice of the optimal value is of a

stable nature.

0.7

0.4

0.6 0.2

05 0
Kp) 20 /(p+p,)

6.15. Figure: Surface of the ratio of the optimal r to K (r,,/K) subject to the allocated
buffer space, as well as to the ratio of the loads of the first and second flows p; + p2 = 0.6.

6.2.4. Buffer Size and Output Bandwidth Optimal Relocation

MBAC systems measure and estimate the arrival traffic parameters in real time and use the
obtained values and the given quality of service to dynamically allocate resources of the data
communication system. The buffer size and output bandwidth allocated for the particular
data flow according to its class of service act as such resources.

Several ATM adapted approaches have been proposed in [100, 116, 151, 156, 95]. The

suggested algorithms increase network performance by correlating bandwidths and queue
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6.16. Figure: Surface of the ratio of the optimal r to K (r,,/K) subject to the allocated
buffer space, as well as to the ratio of the loads of the first and second flows p; + p2 = 0.8.

length. The mentioned methods performance metrics are Cell Loss Ratio, average cell delay
and average queue length. Further, we suggest the method that besides performance metrics
also uses the costs metrics.

We can apply the optimization rule obtained in Section 6.1.1. to the case of adjusting the
system’s parameters dynamically with the restrictions on the available resources taken into
account. The essence is as follows.

Allocating an additional bandwidth or increasing the buffer size used in the communica-
tion system for the particular traffic flow, we reduce the loss probability Pr,ss = ®(\, 1, K).
However, this makes the communication system’s costs grow; therefore, we need to allocate

resources so that relation (Eq. 6.31) is minimal:

APi C;
—08 [ 6.31
P[*/OSS C ( )

Here AP}: oss 18 the decrease of the loss probability caused by the allocation of the i-th
resource (¢ = 1 if the bandwidth is increased by unity, and ¢ = 2 if the buffer size is increased
by unity), Pr.ss is the packet loss probability prior to the resource allocation, C' is the cost of

the communication system prior to the resource allocation, and ¢; and ¢y are the specific cost
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6.17. Figure: Surface of the ratio of the optimal r to K (r,,:/K) subject to the allocated
buffer space, as well as to the ratio of the loads of the first and second flows p; 4+ p2 = 0.5.

of the unit resource, the unit intensity of the packet processing and the buffer memory unit
respectively.

Making successive decisions based on Eq. 6.31, we reduce the packet loss probability.
We continue to perform these steps until Pr,ss < Pr, .. where P __ is the given packet loss
probability, and the allocation is performed among the available resources. If a new traffic
flow arrives and the resource allocation does not ensure the given packet loss probability, the
traffic is denied access.

In Fig. 6.18. - Fig. 6.21. show the curves of the derivatives of the packet loss proba-
bilities with respect to K (dPpress/dK) and p (dPress/dp) depending on such parameters
as the packet arrival intensity (), the coefficient of the geometric distribution (), the packet
processing intensity (u), and the buffer size (there are 1 and 10 memory locations on the
graphs).

Using the graphs in Fig. 6.18. and Fig. 6.20., we can find the optimal solution without
taking into account the cost coefficients, and the graphs in Fig. 6.19. and Fig. 6.21. show the
optimal solution for the coefficients taken into account.

There are several cases where one can apply the results of solving the optimization prob-

lem for the parameters of the communication system:
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6.18. Figure: Optimal output bandwidth fi,,; without taking into consideration the price of
resources. A =1, K =1

1.

2.

The operating system receives the request for additional data traffic with the a priori
known intensity Ay. The system should make a decision on whether the new traffic can
be admitted. In this case, we search the available resources K* — AK and p* — Ap of
the switching system for the optimal values of the buffer size and the output bandwidth,
where AK and Ay are the part of the resources already occupied by the existing traffic
flows.

We find the first solution similar to as for case described in 6.1.1. on page 65 as the
intersection of the derivatives of the curves for K < K* — AK and pu < p* — Ap.
We use the obtained optimal values K5 and p3 to find the loss probability Pr,ss on the
graph in Fig. 3.4. If it turns out to be less than the given P, the solution is final.

Otherwise, we search for new values of the parameters while assuming that the inten-

sity of the arrival traffic A > Ay stays within the available residual resources of the
switching system.

The process continues until the available resources are exhausted. If we fail to attain

the optimal solution, the new traffic flow is not admitted.

Another case deals with the simultaneous request for resources from at least two com-
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6.19. Figure: Optimal output bandwidth ,; with taking into consideration the price of re-
sources. A =1, K =1

peting traffic flows. In this case, we choose the priority traffic flow as a result of solving
the optimal traffic control problem.

Then, we use the given intensity of the priority traffic flow to calculate the parameters
of the resources by the algorithm from enumeration 1. If the traffic flow fails to get the
required resources, we perform the second step; i.e., we analyze whether the second
flow of less priority can be admitted. We apply the algorithm from enumeration 1 to
perform the analysis.

If the second traffic flow cannot get the required resources either, none of the flows are

admitted.

As we can see from the graphs in Fig. 6.18. and Fig. 6.19. , the optimal solution exists
even for the minimal buffer size K = 1, with the traffic intensity being low in this case.

If we take the cost indices into account, when c; is less than ca, the value 1 decreases
from 9 to 6.

When the traffic intensity grows by ten times, the optimal solution is attained for the
corresponding increased bandwidth and a greater buffer size K = 10, from 16 to 12.

Comparing the graphs obtained when we take into account the cost coefficients and when

we do not, we can state that these coefficients are critical for the optimal choice of the re-
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6.20. Figure: Optimal output bandwidth fi,,; without taking into consideration the price of
resources. A = 10, K =10

sources.

6.3. Summary

This chapter has been dedicated to the basic solutions which help the process of connection
based on measurements support control to be effective. Section 6.1. of the present chapter
was about making the choice of the optimal relation of buffer size and band width which
allows the needed probability of packets loss at minimal costs. Such a choice of parameters
has to be implemented at the stage of communication system design.

Section 6.2. considers the issues that rise during the process of MBAC mechanism func-
tioning. In section 6.2.1. a new adaptive approach of incoming traffic measurement is pro-
posed and the recurrent algorithm of parameter evaluation on r step of observation is pre-
sented. For the on going processes it is suggested to take observation period T' = 7, while
for the sampling period At estimation is necessary to maximize the I (z, y) depending on ©.
Initial values of the sampling and observation periods should be taken as equal to 6 = 1/
and S = ﬁ respectively. (3 is a measurements error. It is shown that it improves the MBAC
functioning as it provides more accurate measurements.

The probability that arrival rate of the aggregated traffic would be equal to peak rate of the
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6.21. Figure: Optimal output bandwidth ,; with taking into consideration the price of re-
sources. A = 10, K =10

individual source decreases with the number of individual sources. That is why it is possible
to provide high network utilization while saving the QoS packet loss guaranties. Section
6.2.2. outlines the algorithm of access control that secures a high load of communication
system while providing the probability of packet loss parameter of quality of service.

As the telecommunication systems have the connections that compete for free resources,
the viable situation is that the flows belonging to the same priority class require connection.
The method describes the optimal choice of the flow is given in Section 6.2.3. It shown that
the admission priority receives the flow that rises lower utilization.

Pretty high load of system which also meets the requirements of quality of service can
be gained by fulfilling the recommendations given in section 6.2.4. The main idea is the
dynamic redistribution of resources with quality of service guarantee. It is shown that with
the increase in the ratio p1/p2 , the optimal size of the buffer storage space allocated to the
preemptive flow increases while the ratio r,,; /K (p) remains almost unchanged.

Next chapter presents the integrated description of the algorithm of access control mech-
anism suggested by author (Section 7.1.) and description of MBAC model integration in
OPNET framework.
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Simulation of Intellectual MBAC system

In order to verify the recommendation mentioned in Chapter 6., a simulation framework
OPNET has been used. For the realization of MBAC in OPNET framework an algorithm has
been elaborated and is presented in Section 7.1. For the realization of MBAC function the
Real-Time Traffic Analyzer (RTTA) algorithm has been designed. Section 7.1. presents the
complex description of the algorithm we propose for the measurement based access control
mechanism. The algorithm takes into account the recommendations given above.

For the algorithm efficiency verification it was integrated as module in OPNET simula-
tion framework. The main purpose of RTTA is traffic capturing, sniffing and storage. As it is
shown in Section 7.2., the suggested data storing module is native for network.

For this reason the analysis of accumulated measurements can be performed very quickly
that is the necessary requirement for the usage in real-time mode. Also, the proposed model
takes into account the traffic character while saving data. It increases the accumulated statis-
tics processing speed. Section 7.3. describes the scenarios used to test the performance of the
MBAC methods that has been proposed. The chapter ends with the results of some methods
proposed in this dissertation as well as methods that are already used at present. Also, the

obtained results are discussed and conclusions are provided.
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7.1. Intellectual MBAC Algorithm

The section describes structural system blocks of the complex of suggested algorithms for the
realization of Intellectual MBAC (iMBAC) orientated for self-similar traffic. The character-
istics of this traffic are inherent to the modern telecommunication systems traffic.

iM BAC can be described using the following three modules:

1. Measurement module that fixes the inflow of packets to the system. At the moment of
income the analysis of it’s header occurs. Than a belonging to the current session gets
determined. In case it is found, the information about the packet header is transferred
to the third module, the one which accommodates the measurements. If the packet
does not belong to any of existing connections, the packet require a new connection
establishment. In this case the requirements for quality guarantees are transmitted to

the second module.

2. The module that decides whether to support the incoming connection. It calculates
the capability of the communication system to provide the quality guarantees neces-
sary for the new connection without diminishing the quality of service of the existing
connections. The decision is made on the base of accumulated statistics about system
utilization. In case the support can be provided, the packet that initializes the connec-

tion gets forwarded and the information about it is sent to the third module.

3. The measurement accumulating module. Receiving the information from the previous
modules it makes a decision about the necessity of saving this information to provide
the decision taking module with correct statistics. As it was described above in Section
2.2.3., only the accumulation of those data that overcome the borders of the previously

accumulated data correlation interval is needed for accurate statistics.

Further goes the description of block schemes that realize the mentioned modules.

7.1.1.  Decision Making Module

The block scheme of the decision making method is reflected in Fig. 7.1. During the request
reception regarding the necessity to provide the support for the connection, the calculation
of free available resources is determined. The purpose of the method suggested by us is the
provision of such a quality of service parameter as packet loss probability (Pr.ss). There-
fore, the calculations of the needed buffer size for established connections are done. Due
to heterogeneity of requirements for quality of service, the necessary buffer size is calcu-
lated separately for each connection. Calculations are performed by development of statistics
and determining the parameters of active connections taking into account the existing mea-

surements. The needed resource calculation is executed with the help of calculated intensity
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of incoming packets (\), and self-similarity coefficient (H), taking into consideration the
requested quality of service. The difference of system buffer size (Kr1.:;) and calculated
basing on measurements produce a free amount of buffer space. The free amount of buffer

size can be used for support of additional connections.
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7.1. Figure iAdmission Control

If the system finds the request for the connection, then on the basis of traffic parameters
and quality of service requirements the estimation of needed buffer size is performed. In

case the required buffer size is smaller than the available one, a second check starts. This
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additional check estimates the delays that will appear in the system during the support of the
new connection. If the delay level gained does not exceed the requested level from both the
established and new connections, then the connection gets accepted. It is important to men-
tion that if the connection is supposed to be-directed, than the connection will be successfully
established only in the case when the allowance for the establishment will be received for
both directions.

As the telecommunications systems have connections that compete for resources, it may
happen that more than one requirement for connection is sent at the same time. In this case
the algorithm of optimal dispatching is enabled. Firstly, the check of possibility to provide
the support for connection of the highest priority is performed. If there are requests for one
class connections, the choice of connection is done in accordance to the algorithm described

in chapter 6.2.3.

7.1.2. Measurements Module

Block scheme of the measurement module is shown in the Fig. 7.2. and can be described as
follows.

At the moment of packet incoming the system that supports iM BAC service, the anal-
ysis of this packet is processed. The header reflects IP addresses and source ports of the
receiver, packet size and the time of arrival.

The combination of IP addresses of the source and the receiver identify the connection
of network level. The combination of IP address, source and receiver port describe the con-
nection of transport level. It can be single or several in one connection of network level.

Connection access management described in the present paper belongs to the level of
transport connection.

The following method is suggested for the purpose of sorting, saving and analyzing the
measurements. When the packet joins the system and the necessary information from the
header is being taken, the analysis of gained values goes on. Firstly, it is determined if that
channel is known to the system, that is if the information between the mentioned source and
the receiver has been transferred before. If such a channel exists in the system, the packet
gets identified for its belonging to active connections going inside of the mentioned channel.
If the connection is found, the packet belongs to the previously determined connection and
has to be directed to the receiver which was preceded by the transfer of information about the
packet to the module that saves the measurements.

In contrast, when the active connection cannot be discovered and thus the packet is ini-
tializing the new connection. If this is the initializing packet, than besides the useful infor-
mation it includes the requirements for quality of service. While such a packet gets into the
system, the decision about connection support has to be made. Likewise, if the incoming

packet does not belong to the previously known channel, than this packet also is initializing
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for the new connection and has to implement access control towards it. If the connection
cannot be supported, the packet does not get transferred to the receiver and just get deleted
from the system.

If the decision about the connection is positive, the space is allocated for keeping the
measurements of this connection while keeping the information about the packet and the
packet itself if forwarded to the receiver. It is necessary to clarify that in case bi-directed
connection cannot be supported by the corresponding connection, the space allocated for the

initializing connection becomes free.

7.1.3. Measurements accumulating module
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7.3. Figure iPHC
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The present section describes the third component of the M B AC service module. Data
accumulated by this module get used for the development of statistics for the further calcu-
lation of traffic parameters. The block- scheme of the module is shown in Fig. 7.3. Besides
the measurements accumulation the module allows to optimize the statistics and measure-
ments process, as well as raise the speed of statistics analysis. The main idea was thoroughly
described in Section 2.2.3.

All the measurements are kept not as a one set of data, but they are devided for definite
time intervals. The intervals are chosen so that the statistical parameters in the interval re-
main unchanged and get estimated as the correlation interval. The interval will be named as
a collection in further references. For example, when the initializing packet of the allowed
connection enters the module, the first collection gets created. It belongs to a certain connec-
tion which is settled inside of the definite channel. The length of the first collection is set in
accordance to the necessary error of measurements. Thus, to secure the inaccuracy that does
not exceed 1%, the collection has to contain at least 100 gained packets. Hence, the interval
of the first collection is chosen as being equal to “’specified measurement error * average time
of packet arrival”.

The average arrival time of the packet is 1/\, where A is the requested parameter of
quality of service. At the time of packets arrival which belongs to the session of the collec-
tion, information about the packet gets allocated to the current collection. At the end of the
interval of the first collection on the basis of gained measurements statistics is generated and
correlation interval is calculated. During the calculated interval the data about the incoming
packets do not get accumulated. Such an interval will be further called the passive interval.
Respectively, the interval when the statistics is generated will be called active. At the end of
the passive interval a new collection with active interval equaling the same calculated interval
is created. In the case when the active interval of the collection does not imply the collection
of sufficient quantity of measurements, for the purpose of generation of valid statistics with
1% error, the interval can be calculated as follows.

The interval is chosen so the collection includes at least 100 packets basing on the inten-
sity of the incoming packets measured at the previous active interval. Estimating the intensity
of the incoming packets in the previous collection it is possible to take into account even the
pre-previous collections.

This approach and its influence on the accuracy of the calculated parameters is described

in the previous Section 6.2.1.
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7.2. Real-Time Traffic Analyzer for Measurement-Based Admis-

sion Control

This section presents the model of the traffic analyzer for real-time applications. It consists
of two cross-dependent sub-modules: traffic measurement and traffic estimator. The model
presented is characterized by low system overheads for real-time traffic parameters estimation
and can be used either within IntServ or DiffServ approaches.

It is obvious that the packet is the main data unit in the network that influences network
traffic characteristics and, consequently, the decision about admission. Fig. 7.4. depicts a

packet moving throughout our data analyzer called Data Processing.

Packet

Packet Packet

7.4. Figure A packet moving throughout the data analyzer

The packets belonging to the same established connection between a source and a desti-
nation are united into a session. The term of session implies that two computers establish a
connection for a “conversation” and allows larger messages to be handled with the provision
of error detection and recovery.

Multiple sessions can be established between a source and a destination. The aggregated
traffic of the sessions is united into the link. To obtain the data storage model, we propose to
use data flow diagram and select the essential processes and data.

Data are being processed as described in Fig. 7.5. Fig. 7.5. depicts a major data flow
diagram of the data processing. This diagram presents a holistic view of the MBAC model.
Data Capturing deals with measurement of the established flows. The responsibility of the
Analyze is to estimate traffic parameters of the measured traffic. The function of a Forecast-
ing module is to predict the network traffic. The Decision Enforcement module implements
admission control functions. Admission decision is enforced basing on the estimated and
forecasted traffic parameters. Decision enforcement regarding the packet affects if the packet
will be transmitted or dropped.

In the proposed model a noticeable reduction of the overheads is achieved by Data Cap-
furing process.

The key component in the model is STORE object. The object contains all the measured
data that pass the system. The STORE structure is discussed below.

To estimate traffic parameters truthfully, the accurate measurement should be applied.

Frequently the measurement unit collects all data going through it. As it was elaborated in
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the previous section (Section 7.1.) we propose to decrease system overheads by reduction
of capturing procedures while the reliability to estimated parameters stays on the same level.
We suggest creating interrelated Data Capturing and Analyze components in the way that
estimated parameters have impact on the measurement process.

The capturing process is depicted on the Fig. 7.6. diagram. Receiving the packet the
Packet Analyze module analyzes the head of the data. Based on the information from the
packet head the Packet Analyze requests information from the main storage STORE about
capturing state for that session where packet belongs. If the packet belongs to the data session
with “captured” status then the information about the packet will be collected. Otherwise the
information of the packet will be ignored.

Only the information from the packet head is going to be stored in packet collection
within the half of correlation interval: packet length, session identification, and traffic classi-
fication and arrival time.

The responsibility of Force Capturing component is to control corresponding time and
correlation interval. If for the some session the time is equal to the half of its correlation
interval Force Capturing produce Push Command to start measurement process. At time
moment ¢t = T+ 73, the measured traffic is analyzed in the Data Estimator and new correlation

interval is estimated.

101



CHAPTER 7.. SIMULATION OF INTELLECTUAL MBAC SYSTEM

Packet

Packet
analyze

Head /' Force
\ Capturing |
Packet Object
Collecting /¥~~~ Push ]
Command = —

collectedPack
et Heads

7.6. Figure Data capturing DFD

The model was designed taken into account that the parameters estimation could be
applicable to the session or to the whole link. It corresponds to the Object that is transmitted
to the Data Estimator and is depicted in the Fig. 7.7.

The following parameters are estimated for the data collected: AKF - autocorrelation
function, SDF - spectral density function, Corrlnterval - correlation interval for the input
data.

To estimate the degree of the self-similarity for the measured network traffic the Hurst
Estimator is used.

The simplified picture of the model of data estimation representing Hurst parameter es-
timation, autocorrelation and spectral density functions, as well as a correlation interval is
shown at Fig. 7.7. The inter-arrival rate, peak rate, mean arrival time, etc. are also estimated
but not represented for the purposes of the picture clarity.

We suggest organizing STORE data storage element in the native network way where
a variety of packets belongs to one session, whereas variety of session belongs to the link.

The network equipment could have more than one link connection. Fig. 7.8. presents our
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7.8. Figure The main storage class

proposal for the STORE storage component.
Packet heads of the same session and on the same correlation interval are collected to the
same Packet Head Collection (PHC). Variety of PHC with the same session ID fully describes

the characteristics of a session. And finally, the variety of the sessions with the same link ID
can fully describe link characteristic.

It is necessary to mention, that cross-reference between objects in the storage element

103



CHAPTER 7.. SIMULATION OF INTELLECTUAL MBAC SYSTEM

plays important role. The child object could notify the parent object about its changes, and,
similarly, the parent object is able to get information from the child object.

An example of object-oriented implementation is presented in Fig. 7.9. This way of
storage organization provides great flexibility, however we have to recognize it is not the
most efficient implementation. It has to be emphasized that the model is developed for the
MBAC algorithm and is implemented in network simulation environment where the side
procedure like storage element access time, does not influence the simulated objects. Out of
these parameters the number of measurements and the confidential interval for the estimated

parameters are the most significant.

Storage
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<idSessionChild> <idSessionChild>
Link Data Link Data
v v l
idSession idSession idSession
idLinkParent idLinkParent idLinkParent
<idPHC> <idPHC> <idPHC>
Session Data Session Data Session Data
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| |

idPHC idPHC idPHC idPHC
idSessionParent idSessionParent idSessionParent idSessionParent
<idHead> <idHead> <idHead> <idHead>
HeadCollectionData| |HeadCollectionData| |HeadCollectionData HeadCollectionData

idHead idHead idHead
idPHCParent idPHCParent idPHCParent
HeadData HeadData HeadData
7.9. Figure The storage hierarchy
Conclusions

This section presents the design of the traffic estimator model for the real-time

applications. The model is designed to be implemented into MBAC algorithm. The main ob-
jective of the model is applicability for IntServ and DiffServ service guaranties mechanisms.
Another contribution is degradation of the systems overheads related to network traffic cap-

turing process.
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7.3. Scenarious for Modeling in OPNET

This chapter is about the scenarios used for the verification of the basic recommendations
from Chapter 6. Figure 7.10. presents the structural scheme of the scenario network where
clients get connected to the server through the managed switch with implemented admission

control.

APPL

7.10. Figure The OPNET Project for VoIP Scenario

The clients use VoIP applications in that scenario. Applications parameters are set in
accordance to the description in Section 2.1.3. TCP transport protocol has been used in the
scenario. 60 clients are united into 4 sub-networks via unmanageable switches that are con-
nected to the managed switch. Analysis of traffic generated by clients in this scenario show a
high rate of self-similarity - I = 0.82, that negatively influences network performance.

The present chapter reviews the results of the application of the elaborated managing

algorithms that are intended to boost the performance of the network in general.
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The admission control scenario mentioned above is realized on the managed switch. For
testing of the effectiveness of recommendations for the managing MBAC algorithm suggested
in Chapter 6., switch parameters, in particular bandwidth, were chosen as understated on
purpose.

Central switch throughput for VoIP scenario is set as 3000packet/sec. Buffer size is
calculated using P/M /1/K model (for the detailed description see Section 3.1.) for p = 0.9
and self-similarity parameter H = 0.8.

The current version realized the following estimator and policy algorithms:

 Simple policy Policy of AC-AR (P-AR) based on the system load coefficient (described

in Section 5.4.)

» Utilization parameter is estimated according to the Instantaneous Utilization (E-IU)

method from Section 5.3.
The model realizes 4 measurement algorithms:

* Static - measurement interval is set before launching and remains unchanged all the

time during the simulation. Time Window method is described in Section 5.2.

* Dynamic - measurement interval is chosen depending on the intensity of the incoming
flow (described in Section 6.2.1.)

* Second dynamic method where measurement interval equals the correlation interval.

This method description can be found in Section 7.2.

* Third dynamic method is the advanced version of the previously mentioned one. The
improvements regard system load decrease related to the measurements. For more

details, see Section 7.2.

Importantly, the modality of MBAC model utilized allows adding another new algo-
rithms effortlessly.

7.4. Simulation Results

The current section presents the results proving some of the propositions made earlier on. It
provides the comparative analysis of the network parameters without admission control and
with different methods of admission control.

The method effectiveness will be evaluated according to the following criteria:

¢ Network utilization
* Packet losses

* Delays
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7.4.1. Without Admission Control

Fig. 7.11. - Fig. 7.16. present the results obtained during the simulation of the scenario of
VoIP application without the managed control. To compare the modelling results the follow-

ing parameters are used:

¢ Active Connection Count - total number of active TCP connections on the VoIP server.
* Traffic Recieved (packets/sec) - amount of traffic received in packet per sec.

* Traffic Forwarded (packets/sec) - number of packets forwarded by this switch per sec.
Packets are forwarded on the appropriate output port, based on the configuration of the

spanning tree and the address information in the filtering database.
* Size - this statistic represents the number of packets stored in the queue or subqueue.

* Delays - this statistic represents instantaneous measurements of packet waiting times

in the queue or subqueue.

* Overflows - this statistic represents a running count of the number of times the queue

has had to reject packet insertions due to lack of capacity.

* Packet end-to-end Delay (sec) - the total voice packet delay, called “analog-to-
analog” or "mouth-to-ear” delay = networkgejqy + encodinggeiay + decodinggeiay +

COMPressiondelay + decompressiongeay

» Jitter (sec) - If two consequetive packets leave the source node with time stamps t1 &
t2 and are played back at the destination node at time t3 & t4, then: jitter = (t4 - t3)
- (12 - t1) Negative jitter indicates that the time difference between the packets at the

destination node was less than that at the VoIP server.

The graphs reflect that the number of established sessions during the simulation time has
reached 47, and the graph gained from the users exceeds the throughput of the central switch
(Fig. 7.11.). Fig. 7.12. distinctly shows the situation while connecting 23 clients, the switch
reaches the saturation mode that causes a severe increase of the queue length and delays. Fig.
7.13. and 7.14. show the queue reaction when the switch reaches the saturation mode. Such
a queue behaviour automatically causes the increase in time delay for the voice application
(Fig. 7.15.). One can see, the moment the switch gets saturated, the delay time increases
under exponential law.

Taking into consideration the fact that for voice data transmission the acceptable delay
is 200msec, it can be argued the connection number > 23 leads to the quality of service
disruption at this parameter. Fig. 7.16. shows that in this mode Jitter is located in the

acceptable range, under 100msec, thus it can be considered acceptable.
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Node functioning in the saturation mode also critically influences P; 5. Sufficient buffer
size is intended for the purpose of Pr,ss decreasing. As the buffer size is limited, during
the long time of the node being in the saturation mode, the buffer may get fully loaded.
Herewith, the newly incoming packet will be lost. Fig 7.17. reflects this situation. Packet loss
probability in this scenario is Pross = Packetspejected /Packetsporq = 0.08. It exceeds

the necessary quality of service as for VoIP this parameter should Pr,ss < 0.01.
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7.14. Figure Queuing Delay in managed switch in scenario without AC
The results prove the necessity to ensure admission control. The next sections will pro-

vide the results of simulations when admission control has been used using some of the

recommendations given above.
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7.4.2. Simple Admission Control

Fig. 7.18. and 7.19. present the modelling results and dynamic of changes of the average
throughput and packet delay in the queue at the central managed switch. Simulated were the

following admission control methods with simple policy P-AR and E-IU estimator:
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* parametric-based admission control

* simple admission control based on measurements with measurement window 7' =
0.001(sec)

* simple admission control based on measurements with measurement window 7' =
0.01(sec)

* simple admission control based on measurements with measurement window 7' =
0.1(sec)

* simple admission control based on measurements with measurement window T =
1(sec)

* simple admission control based on measurements with measurement window 7' =
10(sec)

* simple admission control based on measurements with measurement window 7' =
100/ A(sec)

* simple admission control based on measurements with measurement window 1T =

T (sec)

On the basis of the family of curves represented on Fig. 7.18. the opinion, existing in

literature, that the parametric admission control provides low network load can be confirmed.
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This curves family corresponds to the simple measurements based admission control and
results in a similar high network load rate irrespective of measurement window (7).

For the qualitative analysis of the curves from Fig. 7.18. it has to be taken into account
that the acceptable delays level for VoIP applications is 200msec. Out of many methods
being explored, the necessary QoS level is provided by PBAC and MBAC with measurement
window that equals T' = 7. Putting together the analysis of Fig. 7.18. and 7.19. it can be

argued that MBAC with measurement window that equals 1" = 7, is the best algorithms for
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admission control from all previously discussed.

7.4.3. Simple Admission Control without measurements redundancy

In the previous section it has been proved that correctly chosen measurement interval is ex-
tremely important for measurement based admission control. It has been mentioned the man-
aging algorithm gains the best result when choosing the measurement interval that equal
correlation interval T' = 7.

In Chapter 2.2. it has been mentioned that modern traffic is strongly correlated.

On the basis of that in Section 7.2. a solution has been proposed allowing decreasing
the usage of system directly related to the measurement process. In the current section the
comparative results of network performance under the usage of managing algorithm with
measurement window equaling correlation interval with the same algorithm but decreasing
the redundancy of measurements are described.

Fig. 7.20. and 7.21. show that for both cases the number of active sessions and utilization
are very close. From Fig. 7.22. we can conclude that whilst the measurement redundancy
decreases, the delay increases, however it remains acceptable. Evaluating the simulation
results, we can argue that such an approach reduces the number of necessary measurements

for =~ 17%.
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7.5. Summary

The chapter reviewed the managing algorithm, measurement based admission control. Deci-
sion Making, Admission Control, Measurements and STORE module realization algorithms
have been described in details in section 7.1. Data flow diagrams for this algorithm are given
in Section 7.2.

The effectiveness of the proposed algorithm has been tested in OPNET modeling frame-

work. For modeling according to Fig. 7.10. the network with managed switch has been
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created. The algorithm has been realized as additional modules integrated in the switch. The
performance has been tested on the basis of the scenario described in Section 7.3., where the
traffic is created by the users of VoIP applications.

It has been shown that for measurement based admission control the critical factor af-
fecting the accuracy of the decision making, is the measurement window. The last Section
7.4. presents qualitative comparisons of the network performance with different admission
control methods measurement window. The results match the hypothesis that the best results
can be gained while adaptive to traffic parameters window measurement is applied. The best
window measurement equals correlation interval 7' = 7. Also, simulation results prove that
the costs of the correlated traffic, related to measuring process, can be decreased. That is

supported by the proposed solution from section 7.2.
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Conclusions

The work presents the recommendations for development of managing algorithms that pro-
vide the increase of network performance while ensuring quality of service guarantees.

The specialty of the proposed algorithms is that they take into account the bursty char-
acter of the traffic. The queuing model with the bursty incoming flow have been adopted. It
is presented that this model can be used for description of systems with self-similar behavior
of incoming flows. The initially presented model have been improved and hence starts to
provide analytical expressions for queuing parameters such as the mean queue length, aver-
age awaiting time, packet loss probability, buffer size needed for provision of the requested
packet loss probability. It allows to solve optimization task of choosing the structural unit at
the stage of designing the communication system under the specified Pr,ss while- minimiz-
ing the expenses.

To reduce the overload of structural elements and the whole system is employing the
algorithms that manage the flows. The managing algorithm is dedicated to provision of QoS
guarantees to network clients. The present work is devoted to the recommendations about de-

sign of managing algorithms. There are several problems in design of managing algorithms:
* Functional
e Structural

* Technological
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The functional problems are related to the development of decision making methods of
management. Hereby, management is considered to be the decision making process regarding
the necessary QoS guarantees. In the present work it is suggested to use CAC for the QoS
guarantee fulfillment. The CAC that gets the information about utilization directly from the
performed measurements of the existing flows has recently become popular in provision of
statistical QoS and called MBAC.

The intensity of incoming packet flow and self-similarity parameter of incoming traffic
need to be estimated so that calculation of outgoing channel load and buffer capacity is possi-
ble. The measurements of the flow parameters are taken during the discrete sampling periods
and is analyzed by accumulating data about it during the observation periods. Solutions for
observation and sampling period values are proposed for measuring of already established
connections and also for on-going estimation. In addition, the recommendations regarding
the decrease of the system load which is directly related with the measurement process can
be found in the research.

The structural problem caused by maximum usage of the limited network resources. In
case of CAC, it means the admission of the large number of flows maintaining QoS guaran-
tees. It has been claimed that the bursty traffic negatively influences the network performance.
Also, multiplexing several flows with bursty character into one produces a significant gain,
as the probability that the used bandwidth represent the sum of peak rates of the individual
flows is very low. Therefore, the network utilization can be advanced by fulfilling quality
guarantees due to the benefit gained from combining the flows which can be used for connec-
tion additional flows. In other words, we can have more available buffer memory for newly
arrived connections.

In order to manage the flows effectively the flows, its classes have been introduced and
the corresponding priorities. The task of resources allocation is complicated in the case when
two or more flows of the same priority class arrive to the entrance. The connection of the
flow is possible only in case of sufficient number of resources. The best usage of the limited
resources can be reached by the algorithm of optimal dispatching proposed by the author. The
work provides the algorithm of choosing the connected flow in the situation when there are
no enough resources for connection of all the same priority simultaneously incoming flows.
The work also present the algorithm for determination of the optimum buffer storage capacity
for competing flows.

The technological problem of the managing algorithm effects the cost of the managing
system. Reallocation studies and recommendations of the work concern such structural units
as buffer size and bandwidth between the flows in the process of system functioning. The
buffer size and output bandwidth allocated for the particular data flow according to its class
of service act as such resources. Allocating an additional bandwidth or increasing the buffer

size used in the communication system for the particular traffic flow, we reduce the loss
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probability. However, this makes the communication system’s costs grow. The work has
presented recommendations how the mentioned algorithm may be applied to minimize the
costs during the exploitation of the communication system.

The proposed recommendations were tested using the logical and structural MBAC
scheme which has been realized in modeling framework OPNET. The modeling results have

confirmed the recommendations elaborated previously.

Future Work The recommendations from Chapter 6. and results of the present work give

significant scope for future work and especially in wireless environment.
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B1. Figure: The mean number of Jobs in System for the MX /M/1/K queue model with
a=0.1
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B2. Figure: The mean number of Jobs in System for the MX /M/1/K queue model with
a=0.5
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B3. Figure: The mean number of Jobs in System for the MX /M/1/K queue model with
a=0.9
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Cl. Figure: The mean waiting time of the Job in System for the MX /M /1/K queue model
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APPENDIX E. DEFINITIONS

Flow

Service Level Agree-
ment
Traffic Profile

Differentiated Ser-

vices field
Per-Hop-Behavior

Mechanism

Admission Control
Classification
Behavior Aggregate
Classification
Multi-Field Classifica-

tion

Marking
Policing

Shaping

Scheduling

Queue Management
Traffic Trunk

Bandwidth-delay
product

A stream of packets with the same source IP address, source port
number, destination IP address, destination port number and pro-
tocol ID.

A service contract between a customer and a service provider that
specifies the forwarding service a customer should receive. A
customer may be a user organization or another provider domain
(upstream domain).

A description of the properties of a traffic stream such as rate and
burst size.

The field in which the Differentiated Services class is encoded.
It is the Type of Service (TOS) octet in the IPv4 header or the
Traffic Class octet in the IPv6 header.

The externally observable behavior of a packet at a DS-compliant
router

A specific algorithm or operation (e.g., queuing discipline) that is
implemented in a router to realize a set of one or more per-hop
behaviors.

The decision process of whether to accept a request for resources
(link bandwidth plus buffer space)

The process of sorting packets based on the content of packet
headers according to defined rules.

The process of sorting packets based only on the contents of the
DS field.

The process of classifying packets based on the content of multi-
ple fields such as source address, destination address, TOS byte,
protocol ID, source port number, and destination port number.
The process of setting the DS field in a packet

The process of handling out of profile traffic, e.g., discarding ex-
cess packets

The process of delaying packets within traffic stream to cause it
to conform to some defined traffic profile.

The process of deciding which packet to send first in a system of
multiple queues

Controlling the length of packet queues by dropping packets
when necessary or appropriate

An aggregation of flows with the same service class that can be
put into a MPLS Label Switched Path

The product of a data link’s capacity (in bits per second) and its
end-to-end delay (in seconds).

E1. Table Definitions
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